PREVENTING JUSTICE?
A PRINCIPLED APPROACH TO THE COMMONWEALTH
CONTROL ORDER REGIME
L AUREN B OURKE *
This article analyses the four principles of counter-terrorism
preventive justice that United Kingdom academics Andrew Ashworth
and Lucia Zedner recommended in their seminal 2014 book,
Preventive Justice. It then applies the principles to the specific context
of the Commonwealth’s counter-terrorism control order legislation to
analyse how the principles would operate in practice. This article
concludes that the principles are, on the whole, an effective and
necessary means of limiting the powers of the state and correcting the
imbalance between the competing interests of national security and
human rights. However, amendments are needed to enhance the
clarity of the principles and make them appropriate for an Australian
context. The conclusion of this article recommends four reformulated
principles that should be incorporated into the foundations of the
Commonwealth control order regime by the legislature.

I

I NTRODUCTION

The term ‘preventive justice’ encapsulates all situations where a state restricts or
deprives an individual’s liberty in the absence of the commission of a criminal
offence.1 This includes, for example, situations where a contagious individual is
quarantined, where illegal immigrants are detained before deportation, and
where individuals are placed under strict controls in an attempt to prevent the
commission of terrorist activity.2
Instances of preventive justice sit outside the criminal justice system. 3
Accordingly, the individual whose liberty is being restricted or deprived lacks
the protections that are afforded to other individuals who are charged with a
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criminal offence. 4 Additionally, whilst states may have noble intentions in
situations of preventive justice, the limits of their powers are haphazard and
imprecise.5 This has enabled states to introduce liberty-restricting legislation
with alarming breadth and unintended consequences.6
In recognition of this, academics Andrew Ashworth and Lucia Zedner
developed ‘principles of preventive justice’ that seek to restrain the powers of
the United Kingdom (UK) executive in preventive justice contexts, and
simultaneously champion citizens’ rights and liberties.7 Ashworth and Zedner
also devised four principles tailored to instances of counter-terrorism
preventive justice.8 It was intended that these principles would be incorporated
into the foundations of all UK preventive justice legislation, thereby limiting
the actions of the executive and providing the judiciary with an additional
means of safeguarding liberty.9 Ashworth and Zedner’s principles, published in
2014, represent the first attempt of academics to devise principles for all
preventive justice contexts, and represent remarkable progress in correcting the
imbalance between state power and civil liberties. However, the principles have
not been analysed or critiqued, and have not been applied to situations of
preventive justice outside the UK. This article goes some way to fill that gap in
the literature.
This article critiques Ashworth and Zedner’s four counter-terrorism
principles and applies them to a specific instance of Australian preventive
justice – namely, the Commonwealth control order (CO) regime. COs allow
specified courts to restrict the movement and actions of individuals to protect
Such protections include the right to a fair and timely trial in open court, the right to know the
evidence and confront witnesses, the right to legal advice and aid, and confidentiality in
communication with lawyers. It also means that facts must be proved on the balance of
probabilities (a lower standard than the criminal standard of beyond reasonable doubt): Andrew
Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 189; Carol
Steiker, ‘The Limits of the Preventive State’ (1998) 88 Journal of Criminal Law and Criminology
771, 771-2, 777; Neat Holdings Pty Ltd v Karajan Holdings Pty Ltd (1992) 110 ALR 449, 449
(Mason CJ, Brennan, Deane and Gaudron JJ).
5
Carol Steiker, ‘The Limits of the Preventive State’ (1998) 88 Journal of Criminal Law and
Criminology 771, 777.
6
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 10-13,
172; Carol Steiker, ‘The Limits of the Preventive State’ (1998) 88 Journal of Criminal Law and
Criminology 771, 777-778, 806. This is especially prevalent in the counter-terrorism space: see
Ashworth and Zender at 172; Eminent Jurists Panel on Terrorism, Counter-Terrorism and
Human Rights, Assessing Damage, Urging Action (International Commission of Jurists, 2009) 1;
Susan Donkin, Preventing Terrorism and Controlling Risk – A Comparative Analysis of Control
Orders in the UK and Australia (Springer Briefs in Criminology, 2014) 60.
7
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 1, 19.
The principles are stated at 73, 91-92, 112-113, 168-9, 195, 218-219, 248-249, 254, 256, 261-262,
264.
8
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 195.
9
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 266.
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the public from a terrorist act, or to prevent the provision of support for or
facilitation of a terrorist act or hostile activity.10 Controlees need not be charged,
convicted or even suspected of committing a criminal offence.11 The process is
not attenuated by the safeguards of the criminal law.12
Part II of this article expands on the above introduction to preventive
justice and COs. It also advances the discussion of the purpose and importance
of Ashworth and Zedner’s counter-terrorism preventive justice principles. Parts
III to VI analyse each of the principles recommended by Ashworth and Zedner.
The first requires counter-terrorism measures to be necessary and
proportionate to the value gained. The second provides that measures taken
should be a last resort and the least restrictive that are consistent with the
preventive justice purpose. The third principle requires sufficient substantiating
evidence, an avoidance of fallible secret intelligence. The final principle
concerns the right to a fair trial.
This article seeks to identify the strengths and weaknesses of Ashworth and
Zedner’s principles as they are applied to an Australian context with the
ultimate purpose of recommending four reformulated principles that should
underpin the Commonwealth CO regime. The four principles that this article
recommends are adapted to the Commonwealth legal system and minimise the
ambiguities inherent in several of Ashworth and Zedner’s principles. The
purpose of these reformulated principles is to prompt and guide the legislature
to implement much-needed changes to the Commonwealth CO legislation.

II

P REVENTIVE J USTICE AND THE C OMMONWEALTH C ONTROL O RDER
R EGIME
A

Preventive Justice

The first recorded use of the term ‘preventive justice’ dates back to 1769, when
Sir William Blackstone used it to describe measures implemented by a state that

Criminal Code Act 1995 (Cth) (Criminal Code) s 104.4(d).
Criminal Code Act s 104.4; Thomas v Mowbray (2007) 233 CLR 307, 432 [357] (Kirby J).
12
Thomas v Mowbray (2007) 233 CLR 307, 432 [357] (Kirby J); Rebecca Ananian-Welsh and
George Williams, ‘The New Terrorists: The Normalisation and Spread of Anti-Terror Laws in
Australia’ (2014) 38(2) Melbourne University Law Review 362, 362, 369-370; Parliamentary Joint
Committee on Human Rights, Parliament of Australia, Examination of Legislation in Accordance
with the Human Rights (Parliamentary Scrutiny) Act 2011, Fourteenth Report of the 44th
Parliament (October 2014) 15, 17; Lisa Burton and George Williams, ‘What Future for
Australia’s Control Order Regime?’ (2013) 24 Public Law Review 182, 207; Kent Roach, The 9/11
Effect: Comparative Counter-Terrorism (Cambridge University Press, 2011) 311, 341; Lucia
Zedner, ‘Preventive Justice or Pre-Punishment? The Case of Control Orders’ (2007) 60(1)
Current Legal Problems 174, 179, 201.
10
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are designed to prevent future offences.13 Many years later, Carol Steiker wrote
that within the criminal justice system, states are prevented from restricting
liberty except in clearly defined circumstances after due processes have been
followed.14 In contrast, Steiker argued, it is unclear what constitutional and
policy limits are placed on states when they restrain liberty for non-punitive,
preventive purposes.15 Steiker questioned what limits should be placed on states
in this context, but did not seek to define them. 16 There have since been
numerous contributions by academics towards defining the limits of the
‘preventive state’ envisaged by Steiker.17 The concept gained notable traction in
the wake of the September 11 attacks in 2001, with scholars focusing
particularly on prevention in anti-terrorism endeavours by states.18
Sir William Blackstone, Commentaries on the Laws of England (London: Routledge, 1769),
Book IV, Ch XVIII, 248. Blackstone also stated, ‘Preventive justice is, upon every principle of
reason, of humanity, and of sound policy, preferable in all respects to punishing justice’ (at 251).
Blackstone’s use of the term has been cited in Thomas v Mowbray (2007) 233 CLR 307, 329 [16]
(Gleeson CJ) and discussed in Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford
University Press, 2014) 28-29, 252-254.
14
Carol Steiker, ‘The Limits of the Preventive State’ (1998) 88 Journal of Criminal Law and
Criminology 771, 771-2.
15
Carol Steiker, ‘The Limits of the Preventive State’ (1998) 88 Journal of Criminal Law and
Criminology 771, 777.
16
Carol Steiker, ‘The Limits of the Preventive State’ (1998) 88 Journal of Criminal Law and
Criminology 771, 774, 806.
17
See, eg, Lucia Zedner, Criminal Justice (Oxford University Press, 2004); Kimberly Ferzan,
‘Preventive Justice and the Presumption of Innocence’ (2007) 8 Criminal Law and Philosophy
505; Robert Chesney and Jack Goldsmith, ‘Terrorism and the Convergence of Criminal and
Military Detention Models’ (2008) 60 Stanford Law Review 1079; Eric S Janus, ‘The Preventive
State, Terrorists and Sexual Predators: Countering the Threat of a New Outsider Jurisprudence’
(2004) 40 Criminal Law Bulletin 576; Eric S Janus, Failure to Protect: America’s Sexual Predator
Laws and the Rise of the Preventive State (Cornell University Press, 2006); Eric S Janus, ‘The
Preventive State: When is Prevention of Harm Harmful?’ in Mike Nash and Andy Williams
(eds), Handbook of Public Protection (Willian Publishing, 2010) 316; Bernadette McSherry and
Patrick Keyzer, Sex Offenders and Preventive Detention: Politics, Policy and Practice (The
Federation Press, 2009); Christopher Slobogin and Mark R Fondacaro, Juveniles at Risk: A Plea
for Preventive Justice (Oxford University Press, 2011); D Cole, F Fabbrini and A Vedaschi (eds)
Secrecy, National Security & the Vindication of Constitutional Law (Edward Elgar Publishing,
2013); Andrew Ashworth, Lucia Zedner and Patrick Tomlin (eds), Prevention and the Limits of
the Criminal Law (Oxford University Press, 2013).
18
See Lucia Zedner, 'Securing Liberty in the Face of Terror: Reflections from Criminal Justice'
(2005) 32 Journal of Law and Society 507; Jude McCulloch and Sharon Pickering, ‘Pre-Crime
and Counter-Terrorism: Imagining Future Crime in the War on Terror’ (2009) 49(5) British
Journal of Criminology 628; Lucia Zedner, ‘Preventive Justice or Pre-Punishment? The Case of
Control Orders’ (2007) 60(1) Current Legal Problems 174; David Cole, ‘Terror Financing, Guilt
by Association and the Paradigm of Prevention in the ‘War on Terror’’ in Andrea Bianchi and
Alexis Keller (eds), Counter Terrorism: Democracy’s Challenge (Hart Publishing, 2008) 233;
Andrew Ashworth and Lucia Zedner, ‘Preventive Orders: A Problem of Undercriminalization’
in R A Duff, L Farmer, S Marshall, M Renzo and V Tadros (eds), The Boundaries of the Criminal
Law (Oxford University Press, 2010) 59; Andrew Ashworth and Lucia Zedner, ‘Just Prevention:
13
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Andrew Ashworth and Lucia Zedner are at the forefront of this trend.19
Their 2014 text, Preventive Justice, is a valuable contribution to the literature on
preventive justice, and is particularly useful for its practical suggestions for
lawmaking. 20 Ashworth and Zedner defined ‘preventive justice’ as
encapsulating all situations where a state seeks to restrict or deprive an
individual’s liberty for any coercive, preventive purpose – be it punitive or
not.21 This definition of preventive justice (the definition which this article
adopts) includes situations where a mentally ill individual is hospitalised and
where a person is stopped and searched on the street for suspicious activity.22
Given these situations operate outside the well-established criminal law sphere,
persons the subject of preventive justice lack the protections that would be
afforded to them had they committed a criminal offence. These protections
include the right to a fair and timely trial in open court, the right to know the
evidence against them and confront witnesses, the right to legal advice and aid,
and confidentiality in communication with their lawyers.23
The primary objective of Ashworth and Zedner’s study was to develop
principles and values to guide and limit the UK executive’s use of preventive
Preventive Rationales and the Limits of the Criminal Law’ in Antony Duff and Stuart Green
(eds), Philosophical Foundations of Criminal Law (Oxford University Press, 2011) 279; Andrew
Ashworth, Lucia Zedner and Patrick Tomlin (eds), Prevention and the Limits of the Criminal
Law (Oxford University Press, 2013); Tamara Tulich, The Preventative State? Prevention and
Pre-emption in Mental Health, High Risk Offender and Anti-Terror Laws (PhD Thesis, University
of New South Wales, 2014); Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford
University Press, 2014).
19
Andrew Ashworth is an Emeritus Professor at the University of Oxford Faculty of Law. He has
obtained an LL.B. from the London School of Economics, a B.C.L from Oxford, and Ph.D from
Manchester University. His research focuses primarily on sentencing, criminal law and criminal
justice. In addition to numerous journal articles and book chapters, he has published 22 books
since 2001. For a full list and biography, see University of Oxford Faculty of Law, Andrew
Ashworth (2015) University of Oxford <http://www.law.ox.ac.uk/people/profile.php?
who=ashwortha>. Lucia Zedner is a Professor of Criminal Justice, Law Fellow at Corpus Christi
College, Oxford and a Member of the Centre for Criminology, University of Oxford. She has
studied at the University of Oxford, and was a Prize Research Fellow at Nuffield College Oxford.
She has been a lecturer at the London School of Economics and has served on the editorial
boards of journals including the Criminal Law Review, Punishment and Society, International
Journal of Criminal Law Education, Australian and New Zealand Journal of Criminology, and
the Oxford Comparative Law Forum. For a full list and biography, see University of Oxford
Faculty of Law, Lucia Zedner (2014) University of Oxford
<http://www.law.ox.ac.uk/people/profile.php? who=zednerl>.
20
James Chalmers, ‘Preventive Justice: Book Review’ (2015) 19 Edinburgh Law Review 294, 294295.
21
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 1-2,
5-7, 21.
22
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 2-4,
21.
23
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 189.
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techniques that involve coercion.24 Principles specific to counter-terrorism were
devised because ‘[c]ounterterrorism measures give rise to some of the most
coercive instances of prevention and, as such, constitute some of the greatest
justificatory challenges’.25
Four principles were recommended by Ashworth and Zedner to restrain
the state’s powers in counter-terrorism preventive justice contexts:26
(i)

The necessity principle, that any restriction of, or deprivation of,
liberty must be necessary for the prevention of terrorist activity,
and should continue for no longer than is absolutely necessary for
that purpose.

(ii) The principle of the least restrictive appropriate means, that any
restrictions on liberty must be a last resort and the least intrusive
that are consistent with the preventive purpose.
(iii) The principle of sufficient substantiating evidence, requiring a
high standard of proof (beyond reasonable doubt) and avoiding
the use of fallible secret intelligence.
(iv) The right to a fair trial, including the principles of openness,
transparency, and accountability, in terms of the right to know
upon what grounds the measure is needed, open access to
evidence, rights of challenge and appeal, legal assistance to do so,
and a presumption in favour of open hearings. Use of secret
evidence in closed material proceedings and other limitations on
disclosure should be permitted only where they constitute the
least restrictive means to further a compelling government
interest, and special advocates should be used only where the
grounds of national security are overwhelming.

These principles provide a set of minimum protections afforded to individuals
in the counter-terrorism space, and simultaneously act as restrictions on what
states may do and when.27 These minimum protections can and should be used
to guide the legislature to implement changes to counter-terrorism regimes that
do not provide for these minimum protections.
The analysis, constructive critique and suggestions for reform of Ashworth
and Zedner’s principles are important for a number of reasons. First, the
principles are a means of ensuring that the Commonwealth executive respects
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 1.
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 172.
26
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 195.
At 195, the authors also suggest adhering to a principle of proper usage to prevent legal powers
intended for one purpose being used for another, but this did not form part of their core
recommendations.
27
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 24. In
effect, the protections also act as restrictions on the state. A state cannot, for example, restrain or
deprive an individual’s liberty until that individual has been afforded a fair trial.
24
25
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liberty, even when it exercises its duty to protect the public. This is especially
important given there is no Bill of Rights or Human Rights Act applicable at a
Commonwealth level, and given established principles of human rights and
liberty do not feature prominently in Australia’s anti-terrorism discourse.28
Secondly, COs are migrating to other fields of preventive justice beyond
counter-terrorism.29 The Commonwealth executive’s powers need to be defined
before this trend intensifies. Thirdly, the principles will provide a greater degree
of guidance and predictability for policy-makers and individuals concerned
about civil liberties. 30 Finally, the critique is intended to enable a more
productive analysis of what limits should be placed on states when competing
interests are at play.
B
1

The Commonwealth Control Order Regime

Brief History

The Commonwealth CO regime is one small but significant part of a
comprehensive suite of counter-terrorism laws. The events of September 11 and
Security Council Resolution 1373 created a powerful imperative for the
Howard government to enhance national security.31 Despite facing similar or
less material threats than its Allies, the Commonwealth responded by passing
over 60 Acts through Parliament,32 surpassing the number of anti-terror laws in
Kent Roach, The 9/11 Effect: Comparative Counter-Terrorism (Cambridge University Press,
2011) 313; Eminent Jurists Panel on Terrorism, Counter-Terrorism and Human Rights,
Assessing Damage, Urging Action (International Commission of Jurists, 2009) 1; Philip Ruddock
‘Australia’s Legislative Response to the Ongoing Threat of Terrorism’ (2004) 27 University of
New South Wales Law Journal 254; Greg Carne ‘Reconstituting “Human Security” in a New
Security Environment: One Australian, two Canadians and Article 3 of the Universal
Declaration of Human Rights’ (2006) 25 Australian Year Book of International Law 1, 27-30.
Lynch argues that counter-terrorism discussions suffer from a lack of parity because prospective
risk always outweighs the present interest, and that risk is routinely employed to prioritise
security: Andrew Lynch, ‘Achieving Security, Respecting Rights and Maintaining the Rule of
Law’ (2007) in Andrew Lynch et al (eds), Law and Liberty in the War on Terror (The Federation
Press, 2007) 223.
29
Rebecca Ananian-Welsh and George Williams, ‘The New Terrorists: The Normalisation and
Spread of Anti-Terror Laws in Australia’ (2014) 38(2) Melbourne University Law Review 362,
362. This will be discussed further below.
30
Carol Steiker, ‘The Limits of the Preventive State’ (1998) 88 Journal of Criminal Law and
Criminology 771, 779.
31
Security Council Resolution 1373 condemned 9/11 and declared that all states shall take all
necessary steps to prevent the commission and facilitation of terrorist acts: SC Res 1373, UN
SCOR, 56th sess, 4385th mtg, UN Doc S/RES/1373 (28 September 2001).
32
George Williams, ‘A Decade of Anti-Terror Laws’ (2011) 35 Melbourne University Law Review
1136; George Williams, ‘The Legal Legacy of the “War on Terror”’ (2013) 12 Macquarie Law
Journal 3, 6-7. See, eg, Security Legislation Amendment (Terrorism) Act 2002 (Cth); Criminal
Code Amendment (Suppression of Terrorist Bombings) Act 2002 (Cth); Suppression of the
Financing of Terrorism Act 2002 (Cth); Border Security Legislation Amendment Act 2002 (Cth);
28

2015

Preventing Justice?

313

the UK, United States (US) and Canada.33
Commonwealth COs are based on the UK model.34 They were hurriedly
introduced in Australia in 2005 by the Anti-Terrorism Act (No. 2) 2005 (Cth).
Given only one month to pass through Parliament, the Senate Legal and
Constitutional Legislation Committee fast-tracked its inquiry procedure.35 One
consequence of the hastened process was a lack of considered debate on the
extent to which it was appropriate to import COs from the UK.36
In 2012, the UK repealed all CO legislation in response to a 2010 Counter
Terror and Security Powers Review37 and a finding by the Joint Committee on
Human Rights that COs were out of all proportion to the supposed public
benefit,38 and resulted in ‘unnecessary breaches of individuals’ rights to liberty
and due process’. 39 COs in the UK have been replaced with Terrorism
Prevention and Investigation Measures (TPIMs). They appear to continue to
impose significant restrictions upon individuals who have not been charged
with a criminal offence. 40 Meanwhile, the Australian government has

Telecommunications Interception Legislation Amendment Act 2002 (Cth); Anti-Terrorism Act
(No 2) 2005 (Cth).
33
Kent Roach, The 9/11 Effect: Comparative Counter-Terrorism (Cambridge University Press,
2011) 310.
34
Philip Ruddock, ‘Law as a Preventative Weapon Against Terrorism’ in Andrew Lynch et al
(eds), Law and Liberty in the War on Terror (The Federation Press, 2007) 7; Prime Minister John
Howard, ‘New Counter-Terrorism Laws’, Joint Press Conference with the Attorney-General
Philip Ruddock (Parliament House, Canberra, 8 September 2005).
35
The Committee had only six days to call for public submissions, three days for hearings and 10
days to prepare the final report: Senate Legal and Constitutional Legislation Committee,
Parliament of Australia, Provisions of the Anti-Terrorism Bill (No 2) 2005 (2005) 1; Rebecca
Ananian-Welsh and George Williams, ‘The New Terrorists: The Normalisation and Spread of
Anti-Terror Laws in Australia’ (2014) 38(2) Melbourne University Law Review 362, 367.
36
Lisa Burton and George Williams, ‘What Future for Australia’s Control Order Regime?’
(2013) 24 Public Law Review 182, 186. Burton and Williams state that Australia faced none of
the problems used to justify control orders in the UK: see 184, 206-208.
37
HM Government, Review of Counter-Terrorism and Security Powers: Summary of Responses to
the Consultation CM 8005 (London: HMSO, 2011) 14.
38
Joint Committee on Human Rights, Counter-Terrorism Policy and Human Rights (Sixteenth
Report): Annual Renewal of Control Order Legislation (HL Paper 64, HC 395, 2010); Andrew
Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 186.
39
Joint Committee on Human Rights, Counter-Terrorism Policy and Human Rights (Sixteenth
Report): Annual Renewal of Control Order Legislation (HL Paper 64, HC 395, 2010) 15.
40
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 186187. For a comparison of TPIMs and the now-repealed UK CO regime, see Ashworth and
Zedner 185-189; Australian Government, Council of Australian Governments Review of CounterTerrorism Legislation (Commonwealth of Australia, 2013) Attachment E; A Hunt, ‘From
Control Orders to TPIMs: Variations on a Number of Themes in British Legal Responses to
Terrorism’ in Crime, Law and Social Change (forthcoming). For a comparison of
Commonwealth COs and UK TPIMs, see Lisa Burton and George Williams, ‘What Future for
Australia’s Control Order Regime?’ (2013) 24 Public Law Review 182, 194-200, 203-206; Clive
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fastidiously defended COs and broadened their reach.41
2

What is a CO?

COs are established under Division 104 of the Criminal Code. To obtain an
interim CO, a senior member of the Australian Federal Police (AFP) must
acquire the Commonwealth Attorney-General (AG)’s written consent to the
order,42 and then apply to an issuing court for an order.43 This may be done ex
parte.44
To order an interim CO, the court must be satisfied on the balance of
probabilities that making the order would substantially assist in preventing the
commission, support or facilitation of a ‘terrorist act’45 or a ‘hostile activity’46 in
a foreign country.47 Alternatively, the Court may be satisfied that the person has
trained with a ‘listed terrorist organisation’48 or has previously been convicted

Walker, ‘The Reshaping of Control Orders in the United Kingdom: Time For A Fairer Go,
Australia!’ (2013) 37 Melbourne University Law Review 143, 144, 150, 153. For a comparison of
Commonwealth COs and the UK CO regime prior to its repeal, see Susan Donkin, Preventing
Terrorism and Controlling Risk – A Comparative Analysis of Control Orders in the UK and
Australia (Springer Briefs in Criminology, 2014).
41
Counter-Terrorism Legislation Amendment (Foreign Fighters) Act 2014 (Cth). See further
Council of Australian Governments, Council of Australian Governments Review of CounterTerrorism Legislation (Commonwealth of Australia, 2013) 53; Lisa Burton and George Williams,
‘What Future for Australia’s Control Order Regime?’ (2013) 24 Public Law Review 182, 206-207;
Clive Walker, ‘The Reshaping of Control Orders in the United Kingdom: Time For A Fairer Go,
Australia!’ (2013) 37 Melbourne University Law Review 143.
42
Criminal Code s 104.2. This requirement may be waived in urgent circumstances. In such cases,
the senior member of the AFP may apply directly to the Court, but must obtain the AG’s
consent within eight hours of the member making the request: Criminal Code ss 104.6(2), 104.10.
43
Criminal Code s 104.3. ‘Issuing court’ means the Federal Court of Australia, the Family Court
of Australia and the Federal Circuit Court of Australia: Criminal Code s 100.1.
44
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of Australia,
2013) 8, 24.
45
A 'terrorist act' is an action or a threat of action which (1) causes death, serious physical harm,
or serious damage to property, endangers life, creates a serious risk to public health or safety, or
seriously interferes with or disrupts certain vital systems; (2) is done with the intention of
advancing a political, religious or ideological cause; and (3) is done with the intention of
coercing a government or intimidating the public: Criminal Code s 100.1(1)-100.1(3). See also
Thomas v Mowbray (2007) 233 CLR 307, 235 [8] (Gleeson CJ), 337-338 [44]-[45] (Gummow
and Crennan JJ).
46
A person engages in a ‘hostile activity’ if they engage in conduct with the objective of
overthrowing a government, intimidating the public, killing or injuring a head of state or person
of public office, or unlawfully destroying or damaging government property. It is immaterial
whether that objective is achieved: Criminal Code s 117.1(1).
47
Criminal Code s 104.4(c).
48
Under Criminal Code ss 102.1(1)-(2) the Governor-General may make a regulation declaring
that a particular organisation is a terrorist organisation. Before doing so, the AG must be
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of a terrorism-related offence in Australia or abroad. 49 These criteria were
significantly expanded in December 2014.50
Additionally, the Court must be satisfied that each of the obligations,
prohibitions and restrictions imposed by the CO are reasonably necessary, and
reasonably appropriate and adapted, for the purpose of protecting the public
from a terrorist act; or preventing support for or the facilitation of a terrorist
act or hostile activity in a foreign country. 51
The terms of the CO may restrict the places the individual can visit, define
the people with whom the individual can communicate, as well as prohibit the
individual from using or accessing specified articles, substances and technology
(including the internet). A CO may require an individual to wear a tracking
device, allow him or herself to be photographed and allow impressions of his or
her fingerprints to be taken. A CO may also require an individual to participate
in counselling or education and report to specified persons at specified times
and places.52 Restrictions may be tantamount to 24-hour house arrest.53
Interim COs must be confirmed in court if the AFP wishes them to remain
in force for any extended period of time. 54 COs can technically last 12 months
for adults, and 3 months for young people aged 16 to 18,55 but courts may

satisfied that the organisation is directly or indirectly engaged in, preparing, planning, assisting
in or fostering the doing of a terrorist act, or advocates the doing of a terrorist act.
49
Criminal Code s 104.4(c). Part 5.3 of the Criminal Code outlines all the terrorist-related
offences in Australia. These offences include directing the activities of a terrorist organisation,
recruiting or providing support for or financing a terrorist organisation, and being a member of
or associating with a terrorist organisation.
50
Counter-Terrorism Legislation Amendment (Foreign Fighters) Act 2014 (Cth) Sch 1, ss 2(1), 73.
For a summary of the other amendments that the Act made to existing statutes, see The Law
Library of Congress, Treatment of Foreign Fighters in Selected Jurisdictions (December 2014)
Library of Congress <http://www.loc.gov/law/help/foreign-fighters/treatment-of-foreignfighters.pdf> at 8-10.
51
Criminal Code s 104.4(1)(d).
52
Criminal Code s 104.5(3).
53
Lucia Zedner, ‘Preventive Justice or Pre-Punishment? The Case of Control Orders’ (2007)
60(1) Current Legal Problems 174, 178, 182. See also Thomas v Mowbray (2007) 233 CLR 307,
330 [18] (Gleeson CJ); Andrew Lynch and George Williams, What Price Security? (University of
New South Wales Press, 2006) 42-43; Lisa Burton and George Williams, ‘What Future for
Australia’s Control Order Regime?’ (2013) 24 Public Law Review 182, 185.
54
No new criterion is to be applied by the court when confirming the order: Criminal Code, s
104.14(7). See also Thomas v Mowbray (2007) 233 CLR 307, [479], [480] (Hayne J). To confirm
a CO, the court need only be satisfied that the interim CO was properly made. There is no
requirement that the court take into account the parties’ submissions to determine whether or
not the CO is still necessary: Andrew Lynch and George Williams, What Price Security?
(University of New South Wales Press, 2006) 46. Section 104.4 thus supplies all the substantive
content of power to be exercised at all stages during the life of the order: Thomas v Mowbray
(2007) 233 CLR 307, 415 [309] (Kirby J).
55
Criminal Code ss 104.12, 104.12A, 104.14, 104.16(1); 104.28(2).
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impose successive COs in relation to the same individual. 56 COs may not
currently be imposed on persons under the age of 16,57 although the Federal
Government has indicated that it is considering lowering the age to 14.58 The
penalty for contravening a CO is five years’ imprisonment.59
In 2007 the High Court upheld the constitutional validity of COs in
Thomas v Mowbray.60 The majority held that Division 104 was supported by the
defence power in s 51(vi) of the Commonwealth Constitution, and that it did
not confer non-judicial power on a federal court.61 The majority judgments
sidestepped the moral and ethical concerns that many academics express in
relation to COs.62 Only Kirby J in his dissent launched a scathing attack at the
policy implications of COs.63 Therefore, although the constitutional validity of
COs has been confirmed,64 the door has not closed on the argument that COs
are morally unsound and require amendment.65
Criminal Code s 104.16(2).
Criminal Code ss 104.12, 104.12A, 104.14, 104.16(1). COs imposed on 16- to 18-year-olds may
only last three months: s 104.28(2). COs cannot be imposed on persons under the age of 16: s
104.28(1).
58
The Hon George Brandis QC, Attorney General, ‘Media Release: National Security Legislation’
(Media Release, 12 October 2015). See also Sean Nicholls, ‘Premier Mike Baird and AttorneyGeneral George Brandis push for anti-terrorism powers over 14-year-olds’ Sydney Morning
Herald (online), 12 October 2015 <http://www.smh.com.au/nsw/premier-mike-baird-calls-onpm-malcolm-turnbull-to-strengthen-antiterror-laws-after-parramatta-killing-20151012gk77st.html>.
59
Criminal Code s 104.27. Of the six COs that have been issued in Australia, only one controlee
has been found to have breached a control: Louise Hall, ‘Terror suspect denied bail, will
challenge control order ‘in first case of its kind’ The Sydney Morning Herald (online), 12
February 2015 <http://www.smh.com.au/nsw/terror-suspect-denied-bail-will-challenge-controlorder-in-first-case-of-its-kind-20150211-13ckyf.html>.
60
(2007) 233 CLR 307, 358 [12] (Gleeson CJ), 365 [154] (Gummow and Crennan JJ), 460 [445]
(Hayne J), 508-509 [598]-[600] (Callinan J), 525 [649] (Heydon J). Justice Kirby dissented (at
436-437 [366]-[371]).
61
Thomas v Mowbray (2007) 233 CLR 307, 358 [12] (Gleeson CJ), 365 [154] (Gummow and
Crennan JJ), 460 [445] (Hayne J), 508-509 [598]-[600] (Callinan J), 525 [649] (Heydon J).
Justices Kirby and Hayne dissented: 436-437 [366]-[371] (Kirby J) and 479-480 [517]-[518]
(Hayne J).
62
Lisa Burton and George Williams, ‘What Future for Australia’s Control Order Regime?’
(2013) 24 Public Law Review 182, 200. In particular, there was no analysis of whether Thomas
was denied a fair hearing, despite many civilians and academics arguing that he was.
63
Thomas v Mowbray (2007) 233 CLR 307, 432 [357]-[358] (Kirby J).
64
Notably, however, this was before the 2014 amendments. No court has determined whether
these amendments have had a bearing on the validity (constitutional or otherwise) of the CO
regime.
65
Some academics advocate that COs should be repealed entirely: Bret Walker SC, Declassified
Annual Report: 20th December 2012 (Commonwealth of Australia, 2013) 4; Lisa Burton and
George Williams, ‘What Future for Australia’s Control Order Regime?’ (2013) 24 Public Law
Review 182, 206-207. This article will not engage in a discussion of whether COs should be
repealed entirely. The executive has had numerous opportunities to repeal the legislation but has
56
57
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The Use, Effectiveness and Migration of COs in Australia

Only six individuals have been the subject of COs in Australia.66 The COs
issued in relation to Joseph ‘Jack’ Thomas and David Hicks have both received
a significant amount of public and academic attention.67 In March 2015, the
Federal Circuit Court issued a CO against Ahmad Nazimand, a 20-year-old
arrested and released without charge following the September 2014 Sydney
raids.68 Another CO was issued in respect of Harun Causevic in September
2015 for his involvement in the Anzac Day terror plot in Melbourne’s Shrine of
Remembrance.69 The AFP did not have sufficient evidence to secure a criminal
conviction but were able to use substantially similar evidence to obtain a CO.70
The final two COs were issued in December 2014 after the Sydney Siege.71 They
are subject to non-publication orders and little information about these COs is

not taken such initiative. Therefore, this article suggests that suggesting amendments to the
regime is a pragmatic and realistic approach worth pursuing.
66
Conversely, COs were imposed on 52 individuals in the UK before the UK regime was
repealed: Clive Walker, ‘The Reshaping of Control Orders in the United Kingdom: Time For A
Fairer Go, Australia!’ (2013) 37 Melbourne University Law Review 143, 149.
67
Thomas v Mowbray (2007) 233 CLR 307; Jabbour v Hicks [2007] FMCA 2139; Jabbour v Hicks
[2008] FMCA 2139. See generally Kent Roach, The 9/11 Effect: Comparative Counter-Terrorism
(Cambridge University Press, 2011) 342-344 (for Jack Thomas), 344-346 (for David Hicks); Bret
Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of Australia, 2013)
14-20 (for Jack Thomas), 20-26 (for David Hicks); Rebecca Ananian-Welsh and George
Williams, ‘The New Terrorists: The Normalisation and Spread of Anti-Terror Laws in Australia’
(2014) 38(2) Melbourne University Law Review 182, 191-192 (for Jack Thomas), 192-193 (for
David Hicks); Andrew Lynch, ‘Maximising the Drama: “Jihad Jack”, the Court of Appeal and the
Australian Media’ (2006) 27 Adelaide Law Review 311; Andrew Lynch, ‘Thomas v Mowbray —
Australia’s “War on Terror” Reaches the High Court’ (2008) 32 Melbourne University Law
Review 1182.
68
Neil Gaughan v Ahmad Saiyer Nazimand [2015] FCA (P)SYG562/2015 (5 March 2015,
amended 19 October 2015).
69
Neil Gaughan v Harun Causevic [2015] FCA (P)MLG2056 (10 September 2015) [1]-[2]
(Hearing of interlocutory application; summary of grounds on which the interim CO was made).
70
Neil Gaughan v Harun Causevic [2015] FCA (P)MLG2056 (10 September 2015); Michael
Bachelard and Chris Vedelago, ‘Place of worship ban among tough restrictions on former terror
suspect teen Harun Causevic’ Sydney Morning Herald (online), 17 September 2015
<http://www.smh.com.au/national/place-of-worship-ban-among-tough-restrictions-on-formerterror-suspect-teen-harun-causevic-20150917-gjokqc.html#ixzz3m3W0jGhQ>;
Anthony
Dowsley and James Dowling, ‘Terror accused Harun Causevic will be forced to wear tracking
device’
The
Courier
Mail
(online),
17
September
2015
<http://www.couriermail.com.au/news/terror-accused-harun-causevic-will-be-forced-to-weartracking-device/story-fnu4vh3q-1227531129715>.
71
Dan Box and Michael McKenna, ‘Sydney men placed under tougher control orders after raids’,
The Australian (online), 20 December 2014 <http://www.theaustralian.com.au/indepth/terror/sydney-men-placed-under-tougher-control-orders-after-raids/story-fnpdbcmu1227162556776>.
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in the public domain.72
Despite the limited number of COs issued in Australia, Australian citizens
should not be complacent about the CO legislation. The infrequency with
which it is relied upon does not justify the state having the power to restrict
individual liberty in a way that is antithetical to the administration of justice.
Placing trust in the executive not to exercise powers it possesses is a poor
safeguard of individual liberty.
Notably, there is no proven evidence that the COs issued in Australia have
made Australia appreciably safer.73 In its review of CO legislation, the former
Independent National Security Legislation Monitor concluded that the COs
issued against Jack Thomas and David Hicks were not reasonably necessary for
the protection of the public from a terrorist act and recommended COs be
repealed entirely.74 Even in the event that COs are proven to be effective at
preventing terrorism, Zedner and Lynch argue that there can be no justification
for laws that seek to promote security by diminishing essential rights and
liberties.75
Despite a lack of evidence proving that COs are effective, there is recent
evidence to suggest that COs are undergoing a process of ‘normalisation’ and
migrating to other contexts.76 This is especially evident in the ‘War on Bikies’,
which has seen Australian State governments adopting a rhetoric of ‘war’,
urgency and necessity to pass bikie CO legislation.77 As CO schemes become
It is known, however, that one controlee has twice breached their CO: Louise Hall, ‘Terror
suspect denied bail, will challenge control order ‘in first case of its kind’ The Sydney Morning
Herald (online), 12 February 2015 <http://www.smh.com.au/nsw/terror-suspect-denied-bailwill-challenge-control-order-in-first-case-of-its-kind-20150211-13ckyf.html>.
73
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of Australia,
2013) 14.
74
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of Australia,
2013) 14, 44. George Williams and Rebecca Ananian-Welsh agree that the COs were not
effective at protecting the public: Rebecca Ananian-Welsh and George Williams, ‘The New
Terrorists: The Normalisation and Spread of Anti-Terror Laws in Australia’ (2014) 38(2)
Melbourne University Law Review 362, 403.
75
Zedner, Lucia, ‘Preventive Justice or Pre-Punishment? The Case of Control Orders’ (2007)
60(1) Current Legal Problems 174, 190; Andrew Lynch, ‘Achieving Security, Respecting Rights
and Maintaining the Rule of Law’ (2007) in Andrew Lynch et al (eds), Law and Liberty in the
War on Terror (The Federation Press, 2007) 223.
76
Rebecca Ananian-Welsh and George Williams, ‘The New Terrorists: The Normalisation and
Spread of Anti-Terror Laws in Australia’ (2014) 38(2) Melbourne University Law Review 362.
77
This is particularly the case in South Australia, New South Wales and Queensland: Serious and
Organised Crime (Control) Act 2008 (SA) ss 22(5), 22I(1); Crimes (Criminal Organisations
Control) Act 2012 (NSW) ss 26-27; Criminal Organisation Act 2009 (Qld); Rebecca AnanianWelsh and George Williams, ‘The New Terrorists: The Normalisation and Spread of AntiTerror Laws in Australia’ (2014) 38(2) Melbourne University Law Review 362, 375-378. Spurred
on by the finding in Thomas v Mowbray that COs are constitutionally valid, this legislation can
impose a wide range of potential restrictions on a person’s liberty including prohibitions from
associating with particular classes of people, being in the vicinity of certain places, or carrying
72
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more common, governments can refer to the existence of such laws in other
jurisdictions as a justification for like laws.78 If the Commonwealth counterterrorism CO legislation goes too far in restraining liberty (as this article
argues), this migration is concerning. It is clear that the rarity of counterterrorism COs cannot be said to dispel concerns about the CO regime. This
compounds the need for restraining principles akin to those suggested by
Ashworth and Zedner. The protections afforded to individuals need to be
defined and protected before they are eroded in other contexts.
The remaining Parts of this article will analyse and critique the four
counter-terrorism principles proposed by Ashworth and Zedner. This endeavor
will culminate in the suggestion of four reformulated principles adapted to an
Australian context.

III T HE N ECESSITY P RINCIPLE
Ashworth and Zedner’s necessity principle has two limbs. First, ‘any restriction
of, or deprivation of, liberty must be necessary for the prevention of terrorist
activity’.79 Second, those restrictions ‘should continue for no longer than is
absolutely necessary for that purpose’.80
A
1

‘Necessary for the prevention of terrorist activity’

‘Necessary’

Ashworth and Zedner’s necessity principle requires the means to be ‘necessary’
to achieve the ends. The reference to what is ‘necessary’ in this test is
ambiguous, and Ashworth and Zedner do not define it. It is unclear whether
the means must be ‘conclusively’ or ‘absolutely’ necessary to achieve the ends,
or whether a lower standard such as ‘reasonably’ necessary will suffice. This
article argues that the principle needs to be reformulated to clarify what level of
‘necessity’ suffices.
How, then, should Ashworth and Zedner’s principle be reformulated?
Adding ‘absolutely’ as a qualifier to ‘necessary’ is inappropriate. This is because
it is very rarely – if ever – possible to be satisfied that a CO is ‘absolutely

objects of a certain kind: Serious and Organised Crime (Control) Act 2008 (SA) s 22(5). Breach of
the bikie CO may result in criminal prosecution and imprisonment: Serious and Organised
Crime (Control) Act 2008 (SA) s 22I; Crimes (Criminal Organisations Control) Act 2012 (NSW) s
26.
78
Rebecca Ananian-Welsh and George Williams, ‘The New Terrorists: The Normalisation and
Spread of Anti-Terror Laws in Australia’ (2014) 38(2) Melbourne University Law Review 362,
382.
79
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 195.
80
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 195.
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necessary’ to prevent a future act from occurring. A lower standard is needed. It
is submitted that ‘reasonably appropriate and adapted’ is a more appropriate
test.
‘Reasonably appropriate and adapted’, first considered in 1819, 81 is a
species of the genus of proportionality tests.82 It has generated numerous (and
occasionally conflicting) interpretations and definitions, but the High Court
consolidated and clarified much of this confusion in Tajjour v New South Wales
(Tajjour).83 Tajjour drew on Lange v Australian Broadcasting Corporation,84
Coleman v Power,85 and Unions NSW v New South Wales (Unions)86 to suggest
that ‘reasonably appropriate and adapted’ has a number of limbs that must be
satisfied.87 First, ‘reasonably appropriate and adapted’ requires there to be a
‘rational connection’88 between the means and a ‘legitimate end’.89 There is a
rational connection if the measures adopted by the impugned law are capable of
advancing that law’s purpose.90 This is a low threshold: the measures do not
have to be the only means capable of realising the purpose, nor do they have to

McCulloch v Maryland 17 US 316, 421 (1819) (Marshall CJ).
Tajjour v New South Wales (2014) 88 ALJR 860, 876 [35] (French CJ), 888 [110] (Crennan,
Kiefel and Bell JJ). For general discussions of proportionality, see G Huscroft, B Miller and G
Webber (eds), Proportionality and the Rule of Law: Rights, Justification, Reasoning (Cambridge
University Press, 2014); Mulholland v Australian Electoral Commission (2004) 220 CLR 181; C
Slobogin, ‘A Jurisprudence of Dangerousness’ (2003) 98 Northwestern University Law Review 1;
R v Oakes [1986] 1 SCR 103.
83
Tajjour v New South Wales (2014) 88 ALJR 860.
84
(1997) 189 CLR 520.
85
(2004) 220 CLR 1.
86
(2013) 252 CLR 530.
87
These limbs are based primarily on an analysis of the second limb in Lange v Australian
Broadcasting Corporation (1997) 189 CLR 520 as modified in Coleman v Power (2004) 220 CLR
1. For a restatement of the two limbs, see Tajjour v New South Wales (2014) 88 ALJR 860, 875
[32] (French CJ).
88
Tajjour v New South Wales (2014) 88 ALJR 860, 883-884 [76]-[79], [81] (Haye J), 888 [110]
(Crennan, Kiefel and Bell JJ). This confirmed the majority’s judgment in Unions NSW v New
South Wales (2013) 252 CLR 530, 557 [50], 560 [60] (French CJ, Hayne, Crennan, Kiefel and
Bell JJ). In some jurisdictions, this first stage of the proportionality analysis is referred to as one
of ‘suitability’, and is a threshold question: Tajjour at 888 [110] (French CJ).
89
Unions NSW v New South Wales (2013) 252 CLR 530, 556 [46]-[47] (French CJ, Hayne,
Crennan, Kiefel and Bell JJ).
90
Tajjour v New South Wales (2014) 88 ALJR 860, 888 [112] (French CJ); Aharon Barak,
Proportionality: Constitutional Rights and their Limitations (Cambridge University Press, 2012)
305; Julian Rivers, ‘Proportionality and Variable Intensity of Review’ (2006) 65 The Cambridge
Law Journal 174, 189; R v Oakes [1986] 1 SCR 103, [69]-[70]. See also Australian Law Reform
Commission, Traditional Rights and Freedoms – Encroachments by Commonwealth Laws, Report
No 127 (Interim) (2015) 29-30; Thomas v Mowbray (2007) 233 CLR 307, 332 [22] (Gleeson CJ);
Human Rights Committee, Marque s de Morais v Angola, Communication No. 1128/2002
(CCPR/C/83/D/1128/2002) (2005) [6.8].
81
82
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completely achieve the purpose.91
Secondly, ‘reasonably appropriate and adapted’ incorporates the test of
what is ‘reasonably necessary’. 92 ‘Reasonably necessary’ is a test of ‘less
restrictive means’.93 A law will not be reasonably necessary where there are
other available alternative measures which can realise the purpose of the
limiting law to the same extent as the measures chosen by the legislature, whilst
also imposing a lessor burden on the individual’s liberty.94 Thirdly, ‘reasonably
appropriate and adapted’ requires the court to be satisfied that the burden is
not ‘undue’95 (meaning, in short, ‘unjustified’96).
What is important from the above discussion is that the ‘reasonably
appropriate and adapted’ test is capable of being defined and applied, and has
been afforded significant judicial attention in Australia (albeit mainly in the
context of the implied freedom of political communication). Incorporating
‘reasonably appropriate and adapted’ into the Commonwealth CO regime
would make this authority relevant and bring COs in line with the
proportionality debate as it continues to develop. Admittedly, the test is not
perfect – there are countless nuances and variations of the proportionality
enquiry – but it is submitted that ‘reasonably appropriate and adapted’ is a
better alternative to ‘necessary’.
Finally, the reasonably appropriate and adapted test affords a margin of
appreciation to the executive, but gives the judiciary ample scope to scrutinise
any claim of the executive that a CO is reasonably appropriate and adapted to
Aharon Barak, Proportionality: Constitutional Rights and their Limitations (Cambridge
University Press, 2012) 305; Julian Rivers, ‘Proportionality and Variable Intensity of Review’
(2006) 65 Cambridge Law Journal 174, 189.
92
Tajjour v New South Wales (2014) 88 ALJR 860, 888 [113] (Crennan, Kiefel and Bell JJ); Lange
v Australian Broadcasting Corporation (1997) 189 CLR 520. Notably, in Thomas v Mowbray
(2007) 233 CLR 307, Gleeson CJ interpreted ‘reasonably necessary’ as a separate but related term
to ‘reasonably appropriate and adapted’ (at 325 [9], 333 [27]). At [27] he stated that ‘reasonably
necessary and reasonably appropriate and adapted’ ‘cannot plausibly be suggested… [as]
inherently too vague for use in judicial decision-making’. However, this pre-dated the High
Court’s conflation of the two terms and it is suggested that ‘reasonably necessary’ is now
properly understood as a subset of ‘reasonably appropriate and adapted’.
93
Tajjour v New South Wales (2014) 88 ALJR 860, 888 [113] (Crennan, Kiefel and Bell JJ);
Aharon Barak, Proportionality: Constitutional Rights and their Limitations (Cambridge
University Press, 2012) 317. See also Unions NSW v New South Wales (2013) 252 CLR 530, 556
[44] (French CJ, Hayne, Crennan, Kiefel and Bell JJ); Monis v the Queen (2013) 249 CLR 92,
[347] (Crennan, Kiefel and Bell JJ).
94
Tajjour v New South Wales (2014) 88 ALJR 860, 888 [113] (Crennan, Kiefel and Bell JJ);
Aharon Barak, Proportionality: Constitutional Rights and their Limitations (Cambridge
University Press, 2012) 317
95
Lange v Australian Broadcasting Corporation (1997) 189 CLR 520, 575 (Brennan CJ, Dawson,
Toohey, Gaudron, McHugh, Gummow and Kirby JJ); Tajjour v New South Wales (2014) 88
ALJR 860, 889-891 [116], [127], [133] (Crennan, Kiefel and Bell JJ).
96
Tajjour v New South Wales (2014) 88 ALJR 860, 893 [149] (Gageler J).
91
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its legitimate end.97 Recent cases such as Tajjour and Unions highlight that the
judiciary is still prepared to carefully scrutinise Parliament to ensure that it does
not go further than necessary in burdening rights or freedoms. ‘Reasonably
appropriate and adapted’ is included in the reformulated necessity principle
that this article recommends.
2

‘For the prevention of terrorist activity’

Despite the clear benefits of the necessity principle, it does not require the court
to identify specific terrorist activity before issuing a CO, nor does it require the
court to find that the CO will prevent the controlee from engaging in terrorist
activity.98 This section addresses each issue in turn.
(a) For the prevention of (unidentifiable and remote?) terrorist activity
Neither the necessity principle nor the Commonwealth’s CO legislation
requires courts to identify specific terrorist activity that the CO would be likely
to prevent. Therefore, courts can restrict liberty on some apprehension that the
CO would generally prevent terrorist activity.
The consequences of this are evident in the case example of David Hicks.
Federal Magistrate Donald held that the interim and confirmed COs applied for
over Hicks were necessary to prevent general terrorist activity.99 There was no
proof that Hicks – or any third party connected to Hicks – was planning,
facilitating or about to commit any particular terrorist activity, and his Honour
could not identify any specific terrorist activity that the CO was likely to
prevent.100 Despite this, Hicks was placed under a CO that imposed on him,
amongst other things, a strict curfew, onerous obligations to regularly report to
police, and limitations in the technology he could use. 101 The former
Independent National Security Monitor has concluded that the chances of
terrorist activity occurring were slim.102
Requiring courts to draw a connection between COs and the prevention of
specific, identifiable terrorist activity would prevent them from drawing weak
For a definition and explanation of ‘margin of appreciation’ see Levy v Victoria (1997) 189
CLR 579, 598 (Brennan CJ); Coleman v Power (2004) 220 CLR 1, 52-53 [100] (McHugh J);
Theophanous v Herald and Weekly Times Ltd (1994) 182 CLR 104, 156, 162 (Brennan J).
98
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 195.
99
Jabbour v Hicks [2007] FMCA 2139, [31]; Jabbour v Hicks [2008] FMCA 2139, [33].
100
Jabbour v Hicks [2007] FMCA 2139, [31]; Jabbour v Hicks [2008] FMCA 2139, [33].
101
Jabbour v Hicks [2008] FMCA 2139, [38]-[55]. For a full list of the controls, see Sch 1 of the
judgment.
102
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of
Australia, 2013) 14, 22. See also Professor George Williams and Rebecca Ananian-Welsh agree:
Rebecca Ananian-Welsh and George Williams, ‘The New Terrorists: The Normalisation and
Spread of Anti-Terror Laws in Australia’ (2014) 38(2) Melbourne University Law Review 362,
403.
97
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connections as in the case of Hicks, thereby limiting the situations in which an
individual’s liberty can be restricted. It would prevent courts from being able to
issue what are essentially indefinite COs for unspecified and undefined terrorist
activity.
A fairly compelling counter-argument to this is that the impulsive,
sporadic nature of terrorism means that courts could rarely be satisfied that
COs would prevent specific activity, and this would threaten national security.
However, CO proceedings are interlocutory civil matters.103 This means that the
court need only be satisfied on the balance of probabilities that the CO is
reasonably appropriate and adapted to prevent specific terrorist activity.104 It
also means that hearsay evidence is permitted in CO proceedings. 105 The
Criminal Code also allows for urgent CO applications to be fast-tracked to the
courts, so it is possible for the AFP to obtain COs for imminent terrorist
attacks. 106 Finally, subject to some qualifications, Part V recommends that
intelligence be permitted in CO proceedings. 107 These aspects of CO
proceedings favour the AFP and mean that it should be capable of proving the
threat posed by specific terrorist activity. The Commonwealth CO legislation
would be improved if courts were required to identify specific terrorist activity
that the CO would be likely to prevent.
(b) A harmless controlee?
The second major failing of the necessity principle is that it does not require
courts to find that the controlee is engaging, or is about to engage in specific
terrorist activity – either by committing the act or materially facilitating it.108
The requirement that the controlee pose a risk is also absent from the
Commonwealth CO legislation.109 This paved the way for the court in Jabbour v
Hicks to find that the threat to the public arose from the possibility of third
parties seeking Hicks out for advice and support in relation to their own
Criminal Code s 104.28A(1).
Criminal Code ss 104.4(1)(c)-(d), 104.14(4)(b), 104.14(6). This is a lower standard than the
criminal standard of beyond reasonable doubt: Brown v The King (1913) 17 CLR 570, 584-585
(Barton A.C.J.), 595 (Issacs, Powers JJ); Briginshaw v Briginshaw (1938) 60 CLR 336, 344
(Latham CJ); Miller v Minister of Pensions [1947] 2 All ER 372, 374 (Denning J).
105
Criminal Code s 104.28A(1); Evidence Act 1995 (Cth) s 75.
106
Criminal Code ss 104.6-104.11.
107
The qualifications being that intelligence must pass the same admissibility tests as evidence,
and that intelligence does not need to be disclosed to the individual who is the subject of the CO
application if disclosure would prejudice national security.
108
Thomas v Mowbray (2007) 233 CLR 307, 432 [357] (Kirby J); Lisa Burton and George
Williams, ‘What Future for Australia’s Control Order Regime?’ (2013) 24 Public Law Review 182,
197. It could be the case that the person subjected to the order is the actual or prospective
perpetrator of a terrorist act, but that is not a prerequisite to the issuance of a CO.
109
Thomas v Mowbray (2007) 233 CLR 307, 352 [97] (Gummow and Crennan JJ) cf Bret Walker
SC, Declassified Annual Report: 20th December 2012 (Commonwealth of Australia, 2013) 30.
103
104
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terrorist activities.110 Federal Magistrate Donald stated that ‘[w]ithout these
controls, Mr Hicks could be exploited or manipulated by terrorist groups. Due
to his knowledge and skills, he is a potential resource for the planning or
preparation of a terrorist act’.111 However, there was no evidence that third
parties had actually sought Hicks out, or that Hicks had any intention of
engaging in terrorist activity himself.112 In his Honour’s words, the CO was
necessary to ‘protect the public and assist Mr Hicks to reintegrate into the
community’.113
Also concerning about Jabbour v Hicks is that the Court did not – and was
not required to – assess the present threat posed by Hicks. The only evidence
before Federal Magistrate Donald was evidence that Hicks had trained with
listed terrorist organisations five years prior,114 and letters he had written two
years prior expressing his desire to protect Islam.115 Federal Magistrate Donald
recognised that the evidence was ‘somewhat aged’,116 and acknowledged Hicks’
contention that the views expressed in the letters were prior to his detention in
Guantanamo Bay Prison and no longer reflected his current views.117 However,
instead of requiring the AFP to provide evidence establishing that the views
expressed were current, his Honour relied on the fact that Hicks had not
provided evidence to the contrary to maintain that Hicks was still a threat.118
This was despite the fact that the AFP held the burden of proof, and Hicks was
under no obligation to provide evidence to the court.119
The disquieting consequence of this is that once a person has trained with a
listed terrorist organisation, that person will forever satisfy s 104.4(1)(c) of the

110
Federal Magistrate Donald also found that Hicks had the capacity to carry out terrorist
activity himself: Jabbour v Hicks [2008] FMCA 2139, [33]. However, his Honour did not need to
find this to impose the CO, for a finding that the CO was likely to prevent terrorist activity
committed by third parties would have been sufficient: Criminal Code s 104.4(1)(c).
111
Jabbour v Hicks [2008] FMCA 2139, Sch 2 [3]-[5].
112
Jabbour v Hicks [2007] FMCA 2139, [26]. There was no evidence that Hicks had at any time
made any threat towards Australia or the Australian community: Bret Walker SC, Declassified
Annual Report: 20th December 2012 (Commonwealth of Australia, 2013) 21-22.
113
Jabbour v Hicks [2008] FMCA 2139, Sch 2 [3]-[5].
114
Jabbour v Hicks [2007] FMCA 2139, [12]-[16], Sch 2 [1]-[2]; Jabbour v Hicks [2008] FMCA
2139, [14]. The organisations that Hicks trained with (Lashkar-e-Tayyiba and Al Qa’ida) were
not listed terrorist organisations at the time that Hicks trained with them.
115
Jabbour v Hicks [2007] FMCA 2139, [27]-[28]; Jabbour v Hicks [2008] FMCA 2139, [28]-[30].
His Honour did not provide an explanation as to why the letters supported a finding that the CO
was necessary to prevent terrorist activity: Bret Walker SC, Declassified Annual Report: 20th
December 2012 (Commonwealth of Australia, 2013) 22.
116
Jabbour v Hicks [2007] FMCA 2139, [30].
117
Jabbour v Hicks [2007] FMCA 2139, [30]; Jabbour v Hicks [2008] FMCA 2139, [32].
118
Jabbour v Hicks [2007] FMCA 2139, [30]; Jabbour v Hicks [2008] FMCA 2139, [32].
119
Criminal Code ss 104.3, 104.4, 104.14(1).
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Criminal Code and be vulnerable to executive intrusion. 120 Courts are not
required to investigate whether the skills learned from training are still current
and whether the individual still poses a threat.121 At best, the Court recognised a
weak connection between Hicks, the CO and the general possibility of terrorist
activity occurring.
The liberal scope of COs in Australia represents one of the major ways in
which Australia departed from the precedent of the now-repealed UK regime.
Before its repeal, the UK regime required the Home Secretary to find that the
individual posed a threat by reason of his connection to specific terrorist
activity.122 Perhaps Ashworth and Zedner’s necessity principle fails to specify
that this connection is necessary because the UK regime already incorporated it
and it was assumed as a given part of any counter-terrorism regime.
There are powerful justifications as to why an individual should pose a
direct threat before a CO can be issued over them. Most obviously, their liberty
is at stake. Studies of the effects of COs issued in the UK have demonstrated
that COs have a devastating impact on controlees, their families and
communities, 123 so much so that the Joint Committee on Human Rights
deemed them ‘out of proportion to the supposed public benefit’.124 The Joint
Committee came to this conclusion despite the fact that UK non-derogating
COs could not deprive liberty – they could only restrict it.125 Australian COs,
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of
Australia, 2013) 24; Council of Australian Governments Counter-Terrorism Review Committee,
COAG Review of Counter-Terrorism Legislation (2012) 42; Kent Roach, The 9/11 Effect:
Comparative Counter-Terrorism (Cambridge University Press, 2011) 340. See also Frederick
Shauer, ‘The Ubiquity of Prevention’ in Andrew Ashworth, Lucia Zedner and Patrick Tomlin
(eds), Prevention and the Limits of the Criminal Law (Oxford University Press, 2013) 10, 22.
121
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of
Australia, 2013) 24.
122
Specifically, the Home Secretary could issue a CO if they had ‘reasonable grounds for
suspecting the individual is or had been involved in a terrorist related activity’ and that it was
‘necessary for purposes connected with preventing or restricting involvement by that individual
in terrorism-related activity’: Prevention of Terrorism Act 2005 (UK) ss 1(3), 2(1).
123
Joint Committee on Human Rights, Counter-Terrorism Policy and Human Rights (Sixteenth
Report): Annual Renewal of Control Orders Legislation (2010) HL Paper 64, HC 395, 14-16;
Aileen Kavanagh, ‘Special Advocates, Control Orders and the Right to a Fair Trial’ (2010) 73
Modern Law Review 836, 837; Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford
University Press, 2014) 190; Joint Committee on Human Rights, Counter-Terrorism Policy and
Human Rights (Sixteenth Report): Annual Renewal of Control Order Legislation (HL Paper 64,
HC 395, 2010) 15.
124
Joint Committee on Human Rights, Counter-Terrorism Policy and Human Rights (Sixteenth
Report): Annual Renewal of Control Orders Legislation (HL Paper 64, HC 395, 2010); Andrew
Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 186.
125
Before the UK regime was repealed, non-derogating COs issued in the UK could not amount
to a deprivation of liberty else the state would breach the European Convention on Human
Rights: see Convention for the Protection of Human Rights and Fundamental Freedoms, open for
signature 4 November 1950, 213 UNTS 221 (entered into force 3 September 1953) art 5; Human
120
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conversely, can deprive liberty.126 The harm that results from this deprivation
can be minimised and contained if COs are only issued over individuals that
pose a direct threat to public safety.127
The ability of controlees to challenge COs is also far more limited than
what was the case in the now-repealed UK regime.128 UK courts could declare
executive acts made in breach of the European Convention on Human Rights
ultra vires,129 and controlees could also seek redress in the European Court of
Human Rights. 130 At most, Australian controlees may seek to rely on the
limited CO review provisions in the Criminal Code or seek judicial review,131
although Williams and Burton write that a CO’s incompatibility with common
law rights is unlikely to constitute a reviewable error of law.132
For these reasons, the circumstances in which a CO can be issued in
Australia should be limited to cases where courts find a material connection
between the controlee and specific terrorist activity such that the controlee
presents a threat to public safety. The necessity principle will be amended to
incorporate this requirement.

Rights Act 1998 (UK) s 3. For the distinction between a restriction and deprivation of liberty see
Lisa Burton and George Williams, ‘What Future for Australia’s Control Order Regime?’ (2013)
24 Public Law Review 182, 197; Lucia Zedner, ‘Preventive Justice or Pre-Punishment? The Case
of Control Orders’ (2007) 60(1) Current Legal Problems 174.
126
Thomas v Mowbray (2007) 233 CLR 307, 330 [18] (Gleeson CJ); Andrew Lynch and George
Williams, What Price Security? (University of New South Wales Press, 2006) 42-43; Lisa Burton
and George Williams, ‘What Future for Australia’s Control Order Regime?’ (2013) 24 Public
Law Review 182, 185.
127
As discussed in Chapter One, the Commonwealth is expanding the scope of COs and we are
witnessing a migration of COs into fields other than counter-terrorism. Defining the state’s
powers in this context can prevent this harm from spreading: see Rebecca Ananian-Welsh and
George Williams, ‘The New Terrorists: The Normalisation and Spread of Anti-Terror Laws in
Australia’ (2014) 38(2) Melbourne University Law Review 362.
128
Lisa Burton and George Williams, ‘What Future for Australia’s Control Order Regime?’
(2013) 24 Public Law Review 182, 197.
129
Human Rights Act 1998 (UK) s 4(2); Convention for the Protection of Human Rights and
Fundamental Freedoms, open for signature 4 November 1950, 213 UNTS 221 (entered into force
3 September 1953).
130
Convention for the Protection of Human Rights and Fundamental Freedoms, open for
signature 4 November 1950, 213 UNTS 221 (entered into force 3 September 1953) arts 19, 32.
See also Lisa Burton and George Williams, ‘What Future for Australia’s Control Order Regime?’
(2013) 24 Public Law Review 182, 197.
131
Criminal Code, ss 104.18-104.22; Lisa Burton and George Williams, ‘What Future for
Australia’s Control Order Regime?’ (2013) 24 Public Law Review 182, 197; Geoff McDonald,
‘Control Orders and Preventative Detention – Why Alarm is Misguided’ in Andrew Lynch et al
(eds), Law and Liberty in the War on Terror (The Federation Press, 2007) 108-109. A controlee
cannot challenge the decision of the AG to consent to an interim CO under s 104.2 of the
Criminal Code: Administrative Decisions (Judicial Review) Act 1977 (Cth) s 3(1), Sch 1 cl (dab).
132
Lisa Burton and George Williams, ‘What Future for Australia’s Control Order Regime?’
(2013) 24 Public Law Review 182, 197.
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‘Continue for no longer than is absolutely necessary for that purpose’

The second limb of the necessity principle requires a determination as to
whether the length of the CO is proportionate to the value of preventing
terrorist activity. This limb ensures courts are barred from imposing
unjustifiable, indefinite COs. However, despite the obvious benefit of this limb
of the necessity principle, there is a persuasive argument that it is unnecessary.
The proportionality test contained in the first limb already requires the court to
determine whether the restriction or deprivation of liberty is reasonably
appropriate and adapted to a legitimate purpose. A CO that lasts longer than
needed would surely fail this test. The only purpose that this limb of the
necessity principle serves is to make it absolutely clear that the duration of the
CO’s restrictions must be taken into account by the court in making its
proportionality assessment. This is not a strong enough justification for its
inclusion. There is also a danger that the legislature, if interpreting the principle,
may read into the limbs a difference that is unintended. On balance, this limb of
the necessity principle should not be included in the principle as it is
reformulated for the Australian context.
C

An Alternative Principle

Both limbs of the necessity principle have merit. The first limb, however, fails to
specify the degree of necessity required to inform the nature of the
proportionality test that the court must apply. Additionally, it does not require
the court to find that the individual who is the subject of the CO application is
likely to engage in specific terrorist activity. The second limb of the necessity
principle is otiose, given it is already provided for in the first limb.
This article proposes a reformulated necessity principle. It is that any
restriction or deprivation of liberty must be reasonably appropriate and
adapted to preventing the individual from committing, or facilitating the
commission of, a terrorist act.
The principle should be interpreted in accordance with its plain English
meaning. However, for clarity, a definition of ‘facilitate’ can be drawn from
other facilitative offences in the Criminal Code.133 An individual facilitates the
commission of a terrorist act if he does an act connected with the preparation
for, the engagement of a person in, or assistance in a terrorist act.134 The
individual facilitating the act must either know of the connection, or be reckless
as to the existence of the connection.135 It does not matter if the terrorist act
does not eventually occur, or if the act is connected with more than one
Criminal Code ss 101.5(1)-(6).
See Criminal Code s 101.5 for the offence of collecting or making documents likely to
facilitate terrorist acts.
135
See Criminal Code ss 101.5(1)(c), (2)(c).
133
134
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terrorist act.136

IV T HE P RINCIPLE OF L EAST R ESTRICTIVE A PPROPRIATE M EANS
The second principle recommended by Ashworth and Zedner requires courts
to find that the CO’s restrictions on liberty are ‘a last resort and the least
intrusive that are consistent with the preventive purpose’137 (or whether other
options such as criminal prosecution are more appropriate). The principle is
not incorporated in Division 104 of the Criminal Code.138
In light of the reformulated necessity principle that this article proposes,
this principle recommended by Ashworth and Zedner is unnecessary. That is,
the principle of least restrictive appropriate means is already encapsulated in
the ‘reasonably appropriate and adapted’ proportionality test of the
reformulated necessity principle. As discussed above, ‘reasonably necessary’ is a
subset of ‘reasonably appropriate and adapted’. The ‘necessity’ for the means
employed by the legislative provision is made out where no alternative exists
which would be less harmful to an individual’s liberty while equally advancing
the legislative purpose.139 Implicit in this is the requirement that the means
employed be a last resort and the least restrictive that is consistent with the
preventive purpose.
The only situation in which the principle of least restrictive appropriate
means would be needed is if the legislature does not adopt the necessity
principle, but does want to incorporate the principle of least restrictive
appropriate means into the Commonwealth CO regime. In that case, both
limbs of the principle of least restrictive appropriate means would prove
valuable in protecting individual liberty.140 Indeed, the Council of Australian
Governments (COAG) Review Committee has already recommended that the
Criminal Code be amended to require judges to consider whether the CO is the
least intrusive way of restricting liberty consistent with the preventive
purpose.141
However, the principle can be slightly rephrased to ensure that the
duration of the order is considered by the judiciary before a CO is granted. This
provides the clarity that the second limb of the necessity principle delivered.
Criminal Code ss 101.5(3)(a), (c).
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 195.
138
Courts are merely required to consider how the CO would impact on the person’s
circumstances (including their financial and personal circumstances): Criminal Code s 104.4(2).
This requirement is in addition to the other requirements discussed above (for example, the
requirement that the CO be necessary to protect the public from terrorist activity).
139
Tajjour v New South Wales (2014) 88 ALJR 860, 888 [113] (Crennan, Kiefel and Bell JJ).
140
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 258259.
141
Council of Australian Governments, Council of Australian Governments Review of CounterTerrorism Legislation (Commonwealth of Australia, 2013) 63.
136
137
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The principle that this article recommends, therefore, is that any restrictions on
liberty must be a last resort. The type, nature and duration of those
restrictions must also be the least intrusive that are consistent with the
preventive purpose.

V

T HE P RINCIPLE OF S UFFICIENT S UBSTANTIATING E VIDENCE

The third principle recommended by Ashworth and Zedner is ‘the principle of
sufficient substantiating evidence, requiring a high standard of proof (beyond
reasonable doubt) and avoiding the use of fallible secret intelligence’ (SSE
principle).142 This Part addresses each element in turn.
A

‘High standard of proof’

The ‘standard of proof’ refers to the quantum of proof necessary to establish
facts that must be met by the party that bears the burden of proving particular
facts in issue. Ashworth and Zedner’s SSE principle requires the standard of
beyond reasonable doubt, which is a cornerstone of Australian criminal law.143
1

Beyond reasonable doubt

Australian judges have stated that the composite phrase ‘beyond reasonable
doubt’ is properly understood in accordance with its plain English meaning,144
and further attempts to define it are unhelpful.145 Chief Justice Latham of the
High Court has said, however, that to meet the standard of proof the
presumption of innocence must be ‘definitely displaced’ either by direct
evidence of facts which constitute the offence charged, or by evidence from
which one can draw an inference which satisfies the mind beyond reasonable
doubt.146 Similar sentiments are echoed in the UK and in the US.147 These three
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 195.
See Evidence Act 1995 (Cth) s 142. This provision is replicated in the Evidence Act 1995
(NSW); Evidence Act 2001 (Tas); Evidence Act 2004 (Norfolk Island); and Evidence Act 2010
(Vic).
144
R v Chatzidimitiou (2000) 1 VR 493, 498 [12]-[13] (Phillips JA), 500 [20], 502 [25] (Callaway
JA); R v Pahuja (1987) 49 SASR 191, 205 (Cox J), 194 (King CJ) cf R v Reeves (1992) 29 NSWLR
109, 116–17 (Hunt CJ).
145
Thomas v The Queen (1960) 102 CLR 584, 597 (Kitto J); Green v R (1971) 126 CLR 28, 30-34
(Barwick CJ, McTiernan and Owen JJ); Brown v The King (1913) 17 CLR 570, 584 (Barton
A.C.J.); Keil v The Queen (1979) 53 ALJR 525. There is a demonstrated reluctance from judges to
define, especially for the benefit of juries in criminal trials: Thomas v The Queen (1960) 102 CLR
584, 587 (McTiernan J), 597 (Kitto J); Dawson v R (1961) 106 CLR 1, 18 (Dixon CJ); Green v R
(1971) 126 CLR 28; R v Chatzidimitiou (2000) 1 VR 493.
146
Briginshaw v Briginshaw (1938) 60 CLR 336, 344 (Latham CJ).
147
In the UK, Denning J described ‘beyond reasonable doubt’ as requiring a ‘high degree of
probability’, but not such that ‘fanciful possibilities [can] deflect the course of justice’: Miller v
Minister of Pensions [1947] 2 All ER 372, 373–4. At 373-374, Denning J explained the test as
142
143
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jurisdictions demonstrate consensus that the standard is a high one, and
requires almost complete certainty to satisfy. Courts have considerable
experience applying the standard.
2

Australia’s current civil standard

The Commonwealth CO regime does not implement the first limb of Ashworth
and Zedner’s SSE principle. Rather, the standard required for a court to issue a
CO is the ‘balance of probabilities’.148 This is the ordinary standard of proof
applicable in Australian and English civil litigation. 149 The balance of
probabilities standard requires a lesser degree of assurance than beyond
reasonable doubt:150 the civil standard only requires the decision-maker to be at
least 51 per cent satisfied of the alleged fact, occurrence or thing. 151 The
rationale for the standard of proof being higher in criminal trials is that more
serious consequences result from mistaken conclusions.152

being: ‘if the evidence is so strong against a man as to leave only a remote possibility in his
favour which can be dismissed with the sentence "of course it is possible, but not in the least
probable", the case is proved beyond reasonable doubt…’. The English Court of Appeal has,
nonetheless, expressed dismay at judges trying to explain the standard to juries: R v Chin (1976)
63 Cr App R 7 (Lawton LJ).
In the United States, Judge Posner explained the standard as follows: ‘“proof beyond a
reasonable doubt” requires… that the jury be certain of the defendants' guilt, with this proviso:
complete certainty— the certainty of such propositions as that cats do not grow on trees and that
I have never set foot on Mars — is never attainable with respect to the question whether a
criminal defendant is guilty of the crime for which he is being tried…’ United States v Hall 854 F
2d 1036, 1044 (7th Cir 1988).
148
Criminal Code ss 104.4(1)(c)-(d), 104.14(4)(b), 104.14(6). Notably, there are two other
standards that must be met in the process of issuing a CO. First, to declare an organisation a
terrorist organisation, the Minister must be satisfied ‘on reasonable grounds’ that the elements
of Criminal Code s 102.1AA are met. Secondly, in order to request a court to issue a CO, the
AFP must ‘suspect’ that one of the grounds in Criminal Code s 104.2(2) is satisfied. See further
Parliamentary Joint Committee on Human Rights, Parliament of Australia, Examination of
Legislation in Accordance with the Human Rights (Parliamentary Scrutiny) Act 2011, Fourteenth
Report of the 44th Parliament (October 2014) 18 [1.78]; Bernadette McSherry, Managing Fear
(Routledge, 2014) 159. For the purpose of this article, only the beyond reasonable doubt will be
considered, for that is the standard applied by the judiciary.
149
Neat Holdings Pty Ltd v Karajan Holdings Pty Ltd (1992) 110 ALR 449, 490 (Mason CJ,
Brennan, Deane and Gaudron JJ); Miller v Minister of Pensions [1947] 2 All ER 372, 373-374
(Denning J). See further M Redmayne, ‘Standards of Proof in Civil Litigation’ (1999) 62 Modern
Law Review 167, 168, 175.
150
Brown v The King (1913) 17 CLR 570, 584-585 (Barton A.C.J.), 595 (Issacs, Powers JJ);
Briginshaw v Briginshaw (1938) 60 CLR 336, 344 (Latham CJ); Miller v Minister of Pensions
[1947] 2 All ER 372, 374 (Denning J) cf R v Hepworth [1955] 2 QB 600, 603 (Lord Goddard).
151
Bernadette McSherry, Managing Fear (Routledge 2014) 150; Neat Holdings Pty Ltd v Karajan
Holdings Pty Ltd (1992) 110 ALR 449, 450 (Mason CJ, Brennan, Deane and Gaudron JJ).
152
Brown v The King (1913) 17 CLR 570, 585 (Barton A.C.J.); Ronald Dworkin, 'Principle, Policy,
Procedure' in A Matter of Principle (Oxford: Clarendon Press, 1985) 89; J D Heydon, Cross on
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Three enquiries

Three enquiries are necessary to determine whether the higher principle
advocated for by Ashworth and Zedner should be adopted. The first is whether
there is precedent for the criminal standard being applied in civil matters. The
second enquiry is whether - in light of Briginshaw v Briginshaw153 (Briginshaw)
- the balance of probabilities standard may require more of courts when issuing
COs as opposed to ordinary civil trials. The third is whether the Briginshaw
civil standard represents an adequate balance between national security
concerns and individual liberty, such that the higher criminal standard is
unnecessary. This section concludes that the Briginshaw civil standard does
fashion an adequate balance between the two competing interests.
(a) Precedent for applying the criminal standard in civil matters
The SSE principle requires courts to apply a criminal standard in civil matters.
Although unusual, there is precedent for this in Australia. 154 In Witham v
Holloway,155 the High Court held that in all instances of contempt – civil or
criminal – the criminal standard (beyond reasonable doubt) should be
applied.156 The court concluded that cases of civil contempt must realistically be
seen as criminal in nature for the outcome is punishment. 157 The same
conclusion has been reached in other Australian,158 English159 and Canadian160

Evidence (LexisNexis, 2015) [9010]; M Redmayne, ‘Standards of Proof in Civil Litigation’ (1999)
62 Modern Law Review 167, 169; David Hamer, ‘Presumptions, standards and burdens:
managing the cost of error’ (2014) 13 Law, Probability and Risk 221, 221-222; Andrew Ashworth,
‘Four Threats to the Presumption of Innocence’ (2006) 10 International Journal of Evidence &
Proof 241, 247-251.
153
1938) 60 CLR 336.
154
Bernadette McSherry, Managing Fear (Routledge 2014) 153-155.
155
1995) 183 CLR 525.
156
Witham v Holloway (1995) 183 CLR 525, 534 (Brennan, Deane, Toohey and Gaudron JJ)
157
Witham v Holloway (1995) 183 CLR 525, 534 (Brennan, Deane, Toohey and Gaudron JJ).
158
Keeley v Brooking (1979) 143 CLR 162; In Marriage of Sahari (1976) 25 FLR 475; Clifford v
Middleton [1974] VR 737; Fullerron v Gardiner (unreported: Supreme Court of NSW: 31
October 1978); Commissioner of Water Resources v Federated Engine Drivers' & Firemen's
Association of Australasia Qld Branch [1988] 2 Qd R 385.
159
Comet Producers UK Ltd v Hawkex Plastics Ltd [1971] 2 QB 67; Heatons Transport v
Transport and General Workers' Union [1973] AC 15; Dean v Dean [1987] FCR (UK) 96; Garvin
v Domus Publishing Ltd [1989] Ch 335.
160
Re Sheppard and Sheppard (1976) 12 OR (2d) 4 (CA); Nemo Foods Ltd v Remi Rivet Fast
Foods Ltd (1982) 64 CPR (2d) 125 (Ont HC); Royal Hotel Ltd v Saint John (City) (No 3) (1982)
42 NBR (2d) 690 (QB); Northwest Territories Public Service Association v Commissioner of the
Northwest Territories [1979] 3 WWR 5 I3 (NWT); Canada Inc v Apple Computer Inc (1988) 20
CPR (3d) 289 (Fed CA); Iron Ore Co of Canada v United Steel Workers of America (1979) 20
Nf1d & PEIR 27; Forfar v Iron Ore Co of Canada (1979) 28 NR 339 (SCC); Vance v Vance (1984)
50 BCLR 373 (SC).
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cases.
The adoption of the criminal standard in contempt cases is a specific
anomaly of the law. Australian and UK courts have demonstrated a strong
preference for adopting the balance of probabilities standard in other civil
proceedings, even when there are allegations of crime.161 In any event, civil
contempt can be distinguished from COs. Technically, a CO has no punitive
purpose.162 Further, cases of contempt always require courts to assess whether
the evidence is sufficient to prove the commission of a past act. COs are issued
on the basis of a future threat.163 It is difficult to see how the standard of beyond
reasonable doubt could ever be satisfied with respect to a future act.
(b) Briginshaw: A variable civil standard?
This enquiry analyses the extent to which the balance of probabilities is a
standard which requires more of decision-makers in particular circumstances.
In the leading case of Briginshaw,164 Dixon J held:
reasonable satisfaction is not a state of mind that is attained or
established independently of the nature and consequence of the fact or
facts to be proved. The seriousness of an allegation made, the inherent
unlikelihood of an occurrence of a given description, or the gravity of
the consequences flowing from a particular finding are considerations
which must affect the answer to the question whether the issue has
been proved to the reasonable satisfaction of the tribunal…165

See, eg, Helton v Allen (1940) 63 CLR 691, 771-773 (Dixon, Evatt and McTiernan JJ); Neat
Holdings Pty Ltd v Karajan Holdings Pty Ltd (1988) 85 ALR 409; Hocking v Bell (1945) 71 CLR
430; Exchange Hotel Ltd v Murphy [1947] SASR 112; McClelland v Symons [1951] VLR 157;
Teaciuc v Broken Hill Pty Co Ltd [1962] NSWR 830; Rejfek v McElroy (1965) 112 CLR 517;
Metropolitan Water Sewerage and Drainage Board v Tallow Products Pty Ltd (1970) 91 WN
(NSW) 370; Lemmer v Berthams (1971) 2 SASR 397; Thiess v TCN Channel Nine Ply Ltd (No 5)
[1994] 1 Qd R 156; In re H and Others (Minors) (Sexual Abuse: Standard of Proof) [1996] AC
563; Transport Industries Insurance Co Ltd v Longmuir [1997] 1 CR 125.
In England there are some cases supporting the application of the criminal standard. See
Thurtell v Beaumont (1923) 1 Bing 339; Chalmers v Shackell (1834) 6 C & P 475; Willnett v
Harmer (1839) 8 CB 695; Elfie A Issaias v Marine Insurance CO Ltd (1923) 15 LI L Rep 186
(CA); New York v Heirs of Phillips [1939] 3 All ER 952, 954. Other, more recent, English cases
accord with the Australian position in suggesting that the civil standard applies, though the
gravity of the issues must be borne in mind. See Lek v Matthews (1927) 29 Lloyd LR 141, 164;
Hornal v Neuberger Products Ltd [1957] 1 QB 247; Slattery v Mance [1962] 1 QB 676; Re
Dellow’s Will Trusts; Lloyds Bank Ltd v Institute of Cancer Research [1964] 1 All ER 771;
Nischina Trading Co Ltd v Chiyoda Fire and Marine Insurance Co Ltd [1969] 2 QB 449.
162
Geoff McDonald, ‘Control Orders and Preventative Detention – Why Alarm is Misguided’ in
Andrew Lynch et al (eds), Law and Liberty in the War on Terror (The Federation Press, 2007)
106.
163
Thomas v Mowbray (2007) 233 CLR 307, 432 (Kirby J), 469 [476] (Hayne J).
164
(1938) 60 CLR 336.
165
Briginshaw v Briginshaw (1938) 60 CLR 336, 361-362 (Dixon J).
161
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Justice Dixon’s judgment demonstrates decision-makers will require more
compelling evidence to be satisfied on the balance of probabilities if the
allegations or consequences are grave, or if the alleged occurrence is highly
improbable.
Briginshaw was the first of a wave of cases that considered how the nature
and consequences of the facts to be proved might alter what the balance of
probabilities standard requires.166 In Rejfek v McElroy167 and Neat Holdings v
Karajan Holdings168 the High Court reaffirmed that the strength of the evidence
required for the civil standard to be satisfied may vary according to the gravity
of the facts to be proved.169 The court also affirmed that the civil standard only
ever requires 51 per cent certainty.170 The Briginshaw test is firmly entrenched
in Australian jurisprudence and legislation. 171 The flexibility of the civil
Rejfek v McElroy (1965) 112 CLR 517; Murray v Kickmaier [1979] 1 NSWLR 414; Jendell
Australia Pty Ltd v Kesby [1983] 1 NSWLR 127; Willcox v Sing [1985] 2 Qd R 66, 68 (Campbell
CJ), 72-73 (Connolly J), 82-83 (Thomas J); New South Wales Egg Corporation v Peek (1987) 10
NSWLR 72; Re Jane (1988) 85 ALR 409; Clarke v NZI Life Ltd [1991] Qd R 11 (Thomas J); Neat
Holdings Pty Ltd v Karajan Holdings Pty Ltd (1992) 110 ALR 449; G v H (1994) 181 CLR 387;
Shaw v Wolf (1998) 83 FCR 113, 123-125 (Merkel J). See further C R Williams, ‘Burdens and
Standards in Civil Litigation’ (2003) 25 Sydney Law Review 165, 180-185.
167
(1965) 112 CLR 517.
168
Neat Holdings Pty Ltd v Karajan Holdings Pty Ltd (1992) 110 ALR 449.
169
Rejfek v McElroy (1965) 112 CLR 517, 521 (Barwick CJ, Kitto, Taylor, Menzies and Windeyer
JJ); Neat Holdings Pty Ltd v Karajan Holdings Pty Ltd (1992) 110 ALR 449, 450-451 (Mason CJ,
Brennan, Deane and Gaudron JJ). See also Michael Gillooly and Nii Lante Wallace-Bruce, ‘Civil
Penalties in Australian Legislation’ (1994) 13(2) University of Tasmania Law Review 269, 292.
170
Rejfek v McElroy (1965) 112 CLR 517, 521-522 (Barwick CJ, Kitto, Taylor, Menzies and
Windeyer JJ); Neat Holdings Pty Ltd v Karajan Holdings Pty Ltd (1992) 110 ALR 449, 450-451
(Mason CJ, Brennan, Deane and Gaudron JJ). At 450, Mason CJ, Brennan, Deane and Gaudron
JJ stated in Neat Holdings that the variation of the quality and quantity of evidence required to
meet this 51 per cent reflects ‘a conventional perception that members of our society do not
ordinarily engage in fraudulent or criminal conduct and a judicial approach that a court should
not lightly make a finding that, on the balance of probabilities, a party to civil litigation has been
guilty of such conduct.’
171
Re Jane (1988) 85 ALR 409; G v H (1994) 181 CLR 387; Murray v Kickmaier [1979] 1 NSWLR
414; Jendell Australia Pty Ltd v Kesby [1983] 1 NSWLR 127; New South Wales Egg Corporation v
Peek (1987) 10 NSWLR 72; C R Williams, ‘Burdens and Standards in Civil Litigation’ (2003) 25
Sydney Law Review 165; M Redmayne, ‘Standards of Proof in Civil Litigation’ (1999) 62 Modern
Law Review 167, 176–7; P Mirfield, ‘How Many Standards of Proof Are There?’ (2009) 125 Law
Quarterly Review 31. For legislation, see Evidence Act 1995 (Cth); Evidence Act 1995 (NSW);
Evidence Act 2001 (Tas); Evidence Act 2004 (Norfolk Island); Evidence Act 2010 (Vic). Section
140 of the Acts provide:
(1) In a civil proceeding, the court must find the case of a party proved if it is satisfied that
the case has been proved on the balance of probabilities.
(2) Without limiting the matters that the court may take into account in deciding whether it
is so satisfied, it is to take into account:
(a) the nature of the cause of action or defence; and
(b) the nature of the subject matter of the proceeding; and
(c) the gravity of the matters alleged.
166
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standard also commands authority in the UK172 and Canada.173
Despite the fact that it is the prevailing standard in Australian civil matters,
the former Independent Security Monitor questions whether the Briginshaw
interpretation of the civil standard has been applied in CO proceedings.174 The
court did not apply it in the David Hicks matters.175 In Thomas v Mowbray,
Gummow and Crennan JJ recognised that CO proceedings require an
application of the principles in Briginshaw, but did not engage with the
principles thereafter.176 It remains unclear whether courts are using Briginshaw
principles in CO proceedings. For clarity, then, if this article recommends the
Briginshaw interpretation of the civil standard, that will be made clear in the
reformulated principle.
(c) Should Ashworth and Zedner’s criminal standard be adopted?
The third enquiry that naturally arises is this: should Ashworth and Zedner’s
criminal standard be adopted, or is the Briginshaw civil standard preferable in
CO proceedings?
A major benefit of the Briginshaw civil standard is that it requires
compelling, quality evidence to be put before the court before a CO can be
issued. The focus of the Briginshaw interpretation is on the strength of the
evidence, not the quantity.177 Therefore, in contrast to a simple interpretation of
the civil standard of proof, the Briginshaw interpretation increases the
responsibility of the AFP to collect compelling evidence.178 Putting the onus on
the AFP to produce only high-quality, persuasive proof that a CO is necessary is
more useful and effective than what a simple interpretation of the civil standard
of proof ordinarily requires.
As mentioned above, it is also questionable whether the high criminal
standard could ever be satisfied in CO proceedings. First, COs are issued on the
basis of a future threat.179 It is arguably impossible to ever be satisfied beyond a
Bater v Bater [1950] 2 All ER 458, 459; Hornal v Neuberger Products Ltd [1957] 1 QB 247,
266; Blyth v Blyth [1966] AC 643, 673; Thomas Bates & Son Ltd v Wyndham's (Lingerie) Ltd
[1981] 1 All ER 1077; Khawaja v Secretary of State for the Home Dept [1984] AC 74, 113–14; M
Redmayne, ‘Standards of Proof in Civil Litigation’ (1999) 62 Modern Law Review 167, 176-177,
179, 181-187.
173
M Redmayne, ‘Standards of Proof in Civil Litigation’ (1999) 62 Modern Law Review 167, 180.
174
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of
Australia, 2013) 30.
175
Jabbour v Hicks [2007] FMCA 2139; Jabbour v Hicks [2008] FMCA 2139.
176
Thomas v Mowbray (2007) 233 CLR 307, 355 [113] (Gummow and Crennan JJ).
177
Neat Holdings Pty Ltd v Karajan Holdings Pty Ltd (1992) 110 ALR 449, 450 (Mason CJ,
Brennan, Deane and Gaudron JJ).
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Neat Holdings Pty Ltd v Karajan Holdings Pty Ltd (1992) 110 ALR 449, 449-450 (Mason CJ,
Brennan, Deane and Gaudron JJ).
179
Thomas v Mowbray (2007) 233 CLR 307, 432 (Kirby J), 469 [476] (Hayne J). Specifically, the
decision-maker must be satisfied that the CO is necessary to protect the public from a future
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reasonable doubt that such a threat will eventuate.180 Secondly, the criminal
standard would be difficult to satisfy given terrorism commonly consists of
covert and unexpected acts of extreme violence. It is appreciably difficult to
collect a significant amount of evidence to establish the commission of such
acts before they occur.
There is, however, scope for valid criticism to be made of the civil standard
in CO proceedings. The former Independent Security Monitor and COAG
Review Committee have asserted that the current civil standard has encouraged
‘forum shopping’ in that it has, in effect, given the AFP a second chance at
restraining liberty. 181 COs provide an alternative means of restricting an
individual’s liberty where a prosecution fails but the authorities continue to
believe that the acquitted defendant poses a threat to national security.182 As the
Jack Thomas and Harun Causevic cases demonstrate, COs can be imposed on
individuals using the same evidence that resulted in them being acquitted of
terrorism offences.183 As a matter of principle, generally individuals acquitted of
a criminal offence should not then be subjected to coercive measures based on
the same evidence.184
If the criminal standard is implemented, the undeniable reality is that COs
would be more difficult to obtain, and fewer (if any) would be issued.
Recognition of the national security mandate is critical here. The reality of CO
legislation is that it was implemented to protect the public from an individual

terrorist act, or that it would prevent the provision of support for or the facilitation of a terrorist
act or hostile activity: Criminal Code s 104.4(d). Additionally, if the necessity principle is
adopted, the decision-maker would need to be satisfied that the CO is reasonably necessary to
prevent the individual from committing or materially facilitating the commission of a terrorist
act.
180
It is important to distinguish criminal preparatory offences here. Whilst on first blush it
seems that these offences attract the criminal standard for an act that has not yet occurred, what
needs to be proven is the commission of preparatory acts, not that the future act would
eventuate. The criminal standard is applied only to the acts that have already occurred.
181
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of
Australia, 2013) 17, 28-29; Council of Australian Governments Counter-Terrorism Review
Committee, COAG Review of Counter-Terrorism Legislation (2012) 43. See also Andrew Lynch,
‘Control Orders in Australia: A Further Case Study in the Migration of British CounterTerrorism Law’ (2008) 8 Oxford University Commonwealth Law Journal 159, 168; Lucia Zedner,
‘Preventive Justice or Pre-Punishment? The Case of Control Orders’ (2007) 60(1) Current Legal
Problems 174, 201.
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Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of
Australia, 2013) 17.
183
Bret Walker SC, Declassified Annual Report: 20th December 2012 (Commonwealth of
Australia, 2013) 29; Thomas v Mowbray (2007) 233 CLR 307; Neil Gaughan v Harun Causevic
[2015] FCA (P)MLG2056 (10 September 2015).
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when prosecution for a criminal offence is not possible.185 Implementing a
criminal standard across all offence and CO provisions would digress from the
rationale behind the implementation of COs and, therefore, arguably make
COs worthless. The reality is that terrorism represents an unquestionable threat
to the collective security of the public, and COs are one method used by the
executive to protect citizens. Implementing the criminal standard to protect
against forum shopping would come at the untenable expense of national
security.
It is also necessary to address the possibility that Australia could introduce
a third standard of proof for COs. The US has a third, intermediate standard of
proof between the civil and criminal standards.186 It requires ‘clear, strong and
cogent evidence’.187 There is also authority in New South Wales and Western
Australia for a third standard of proof in the sex-offender context.188 It requires
‘a high degree of probability’ which is more than the ordinary civil standard of
proof, but less than the criminal standard.189 However, outside this context, the
High Court has rejected the notion of a third standard of proof in Australia.190
It invites confusion and its effectiveness is questionable given the varying scale
of certainty that the Briginshaw civil standard requires.191
(d) Conclusion
Implementing the higher criminal standard in the counter-terrorism preventive
justice space would represent a very significant departure from the status quo.
It would rarely – if ever – be possible to satisfy and may jeopardise national
security. This article submits that the Briginshaw civil standard is adequate for
CO proceedings. Courts are familiar with it, and recognise that it requires
evidence of a higher quality to be put before the court where the allegations or
consequences are serious, or there is an inherent unlikelihood of the alleged
occurrence. The reformulated principle that this article suggests affirms the
civil standard in CO proceedings, but requires courts to interpret this standard
Hon Philip Ruddock, ‘Law as a Preventative Weapon Against Terrorism’ in Andrew Lynch et
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JJA); Director of Public Prosecutions (WA) v D [2010] WASC 49, [13] (Hasluck J); Crimes
(Serious Sex Offenders) Act 2006 (NSW) ss 9(2), 17(2), 17(3); Dangerous Sexual Offenders Act
2006 (WA) s 7(2)(b).
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JJA).
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in light of Briginshaw.
B

‘Avoiding the use of fallible secret intelligence’

Permitting the use of secret intelligence in the courtroom raises a host of issues
and complex questions for determination. Such issues include the politicisation
of the judiciary and the conflict between security, privacy, open justice and the
right to a fair trial. A major benefit of Ashworth and Zedner’s principle is that it
identifies these issues and asks these questions. However, the second limb of the
SSE principle is packed with ambiguities: how does one ‘avoid the use’ of
fallible secret intelligence? When is its use permissible? What makes intelligence
fallible? What is the difference between intelligence and evidence? A
reformulated principle is needed to answer these questions.
The following discussion outlines the benefits and risks of permitting
intelligence in CO proceedings. It explains the current use of intelligence in
Australia and concludes that intelligence should be permitted in the courtroom
only if it meets the same admissibility criteria as evidence.192
1

Defining intelligence and evidence

No definition of ‘intelligence’ commands universal acceptance.193 Gill and
Phythian define intelligence as ‘the mainly secret activities – targeting,
collection, dissemination and action – intended to enhance security and/or
maintain power relative to competitors by forewarning of threats and
opportunities’. 194 Their definition incorporates a number of key points:
intelligence involves the human interpretation of raw data;195 it is security192
Because the SSE principle is intended to outline the basic values and rights that should
underpin preventive justice measures, this discussion will not focus on how we should permit
intelligence in the courtroom. For discussion on this point, see Clive Walker, ‘Intelligence and
anti-terrorism legislation in the United Kingdom’ (2005) 44 Crime, Law and Social Change 387;
Tamara Tulich, ‘Adversarial Intelligence? Control Orders, TPIMs, and Secret Evidence in
Australia and the United Kingdom’ (2012) 12 Oxford University Commonwealth Law Journal
341; Aileen Kavanagh, ‘Special Advocates, Control Orders and the Right to a Fair Trial’ (2010)
73 Modern Law Review 836, 837; Australian Government, Council of Australian Governments
Review of Counter-Terrorism Legislation (Commonwealth of Australia, 2013) 51; Joint
Committee on Human Rights, Counter-Terrorism Policy and Human Rights (Sixteenth Report):
Annual Renewal of Control Orders Legislation (HL Paper 64, HC 395, 2010) 16-24; Lisa Burton
and George Williams, ‘What Future for Australia’s Control Order Regime?’ (2013) 24 Public
Law Review 182, 199-205.
193
Peter Gill and Mark Phythian, Intelligence in an Insecure World (Wiley, 2nd edn, 2013) 38-79.
194
Peter Gill and Mark Phythian, Intelligence in an Insecure World (Wiley, 2nd edn, 2013) 55-56.
For an alternative definition, see Tamara Tulich, ‘Adversarial Intelligence? Control Orders,
TPIMs, and Secret Evidence in Australia and the United Kingdom’ (2012) 12 Oxford University
Commonwealth Law Journal 341, 342.
195
John Hollister Hedley, ‘Analysis for Strategic Intelligence’, in L Johnson, Handbook of
Intelligence Studies (Oxford: Routledge, 2007) 213 cited in Kent Roach, ‘When Secret
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based and aims to provide advance warning; it can be covert and it should be
secret.196 This article adopts this definition.
‘Evidence’, conversely, comprises all materials collected for the purpose of
resolving disputes through the ascertainment of facts and the determination of
legal responsibility through litigation. 197 In a criminal context, evidence is
collected after an alleged offence in order to assist in a trial.198 For evidence to
be useful in any prosecution, it must be admissible and therefore legally
obtained.
2

Should intelligence be permitted in the courtroom?

The ‘judicialisation of intelligence’ refers to the permitting of intelligence into
the courtroom.199 It has been an increasing worldwide phenomenon in recent
decades, despite an initial reluctance by judges to engage in intelligence
analysis. 200 The introduction of intelligence into the courtroom subjects
intelligence to the rule of law, external verification and adversarial challenge in
legal proceedings.201
(a) Benefits of the judicialisation of intelligence
The executive’s decisions about what measures should be taken to protect the

Intelligence Becomes Evidence’ (2009) 27 Supreme Court Law Review 147, 197. See also Stephen
Marrin, ‘Adding Value to the Intelligence Product’ in L Johnson, Handbook of Intelligence
Studies (Oxford: Routledge, 2007), 200.
196
Peter Gill and Mark Phythian, Intelligence in an Insecure World (Wiley, 2nd edn, 2013) 54-55.
Secrecy is a necessary element, for as Gill and Phythian have stated, ‘a lack of secrecy endangers
the comparative advantage sought from the intelligence’: Peter Gill and Mark Phythian,
Intelligence in an Insecure World (Wiley, 2nd edn, 2013) 53.
197
Suzanne B McNicol and Debra Mortimer, Evidence (LexisNexis Butterworths, 3rd edn, 2005)
1.
198
Bruce Berkowitz, ‘The big difference between intelligence and evidence’ The Washington Post
(Washington DC), 2 February 2003.
199
Kent Roach, ‘When Secret Intelligence Becomes Evidence’ (2009) 27 Supreme Court Law
Review 147, 147.
200
Fred Manget, ‘Intelligence and the rise of judicial intervention’ in L Johnson, Handbook of
Intelligence Studies (Oxford: Routledge, 2007) 327, 330. The judicialisation of intelligence is
especially prominent in Canada: Kent Roach, The 9/11 Effect: Comparative Counter-Terrorism
(Cambridge University Press, 2011) 403, Chapter 7; Kent Roach, ‘When Secret Intelligence
Becomes Evidence’ (2009) 27 Supreme Court Law Review 147. Recent Canadian cases have
determined that the Canadian Security Intelligence Service has constitutional and statutory
duties to retain and disclose secret intelligence in court proceedings: Canada (Justice) v Khadr
[2008] SCJ No. 28; Charkaoui v Canada (Citizenship and Immigration) [2008] SCJ No. 39.
201
Kent Roach, ‘When Secret Intelligence Becomes Evidence’ (2009) 27 Supreme Court Law
Review 147, 147-148; Fred Manget, ‘Intelligence and the rise of judicial intervention’ in L
Johnson, Handbook of Intelligence Studies (Oxford: Routledge, 2007) 327.
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public from a terrorist act are often based on intelligence.202 Indeed, it is ‘widely
recognised that the gathering of intelligence is a ‘crucial’ strategy in dealing
with terrorism’.203 If a CO is necessary to prevent a terrorist act, but the only
proof of that takes the form of intelligence, there exists an almost undefeatable
argument that this intelligence should be permitted in court.
Additionally, subjecting intelligence to the rule of law, third party analysis
and adversarial challenge can expose errors, exaggerations and speculation in
the analytical conclusions of intelligence agencies.204 A former CIA analyst has
written that intelligence is invariably about ‘creating a mosaic’ of disparate raw
data to discern a bigger picture,205 with gaps invariably filled by assumptions.206
There is no guarantee all erroneous intelligence would be vetted by the court,207
but enabling judges to critique the analysis of raw data would provide a valuable
accountability check on the accuracy, fairness and precision of intelligence.208
The public respect of and trust placed in judges would also lend credibility to
proceedings.209
It is also arguable that permitting intelligence will increase the adjudicative
fairness afforded to the controlee. Knowing the intelligence – or at least
knowing that intelligence is being used to support the CO application – would
likely give the controlee increased rights of challenge and appeal.210
(b) Risks associated with the judicialisation of intelligence
The first risk associated with permitting intelligence in the courtroom is that
sensitive data must leave the controlled environment of the intelligence
Thomas v Mowbray (2007) 233 CLR 307, 476 [508] (Hayne J).
Clive Walker, ‘Intelligence and anti-terrorism legislation in the United Kingdom’ (2005) 44
Crime, Law and Social Change 387, 387 citing P Wilkinson, Terrorism versus Democracy (Frank
Cass, London, 2000) 105.
204
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Intelligence Becomes Evidence’ (2009) 27 Supreme Court Law Review 147, 197.
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Intelligence Becomes Evidence’ (2009) 27 Supreme Court Law Review 147, 197.
207
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agency.211 Notably, however, in Canada – where intelligence is permitted in
court – evidence does not need to be disclosed to the court if that disclosure
would prejudice national security.212 This minimises the risk of valuable secrets
being leaked or accidentally disclosed.
Secondly, the interpretation of security risks, surveillance and insider
information has the potential to move the judiciary into an executive space,
blurring the separation of powers.213 However, Australian federal courts are
protected from this via well-established principles derived from sections 71 and
72 of the Commonwealth Constitution, 214 and set out in the Boilermakers’
decision.215 Federal courts will not exercise non-judicial power except in very
limited circumstances.216 Additionally, a distinction can be made between a
determination that there is an imminent terrorist threat (a question for the
executive), and a determination as to whether the orders requested by the AFP
are necessary and proportionate to that threat (a question for the judiciary).217
The latter does not involve politicisation of the judiciary.218
Thirdly, evaluating intelligence requires a determination to be made about
the weight to afford ‘diffuse, fragmentary and even conflicting pieces of
intelligence’, which are determinations far removed from those ordinarily made
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by courts.219 If the court has no criterion on which to assess the intelligence and
no expert evidence to test it, it may be left with no practical choice but to accept
the validity of the intelligence as proffered by the executive. 220 This would
damage the appearance of institutional impartiality and public confidence in
the judiciary.221
(c) Use of intelligence in Australia
The use of intelligence is permitted in prescribed proceedings in Australia.222
The Evidence Acts are silent on the matter, but specific Acts – mostly in
relation to criminal organisations – expressly permit judges to consider
intelligence and keep the intelligence confidential from parties and the
public.223 Whether intelligence is permitted in Commonwealth CO proceedings
is unclear. The National Security Information (Criminal and Civil Proceedings)
Act 2004 (Cth) (NSIA) codifies procedures for the use of ‘information’ 224
pertaining to national security in court. 225 ‘National security’ includes ‘law
enforcement interests’,226 which includes the protection, continual gathering
and sharing of criminal intelligence, foreign and security intelligence. 227 It
Thomas v Mowbray (2007) 233 CLR 307, 477 [510] (Hayne J).
Thomas v Mowbray (2007) 233 CLR 307, 477-478 [511]-[512] (Hayne J). See also Ian Leigh,
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221
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222
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341, 356, 365.
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2009 (Qld) ss 59-82. For judicial consideration on his point, see Wainohu v New South Wales
(2011) 243 CLR 181, 193-194 [11] (French CJ and Kiefel J) (applying the Crimes (Criminal
Organisations Control) Act 2009 (NSW)) and Assistant Commissioner Michael James Condon v
Pompano Pty Ltd (2013) 252 CLR 38 (applying the Criminal Organisation Act 2009 (Qld)).
224
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form or not’, and includes opinions and reports of conversations: National Security Information
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225
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of this article. In short, the NSIA establishes special, closed hearings to determine whether
disclosure of information in a substantive hearing would prejudice national security. If
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appears that information pertaining to intelligence is permitted in court
provided the prescribed procedures are followed. However, there has been no
judicial determination of the matter.228
In light of the fact that intelligence is permitted in prescribed proceedings,
and in light of the increasing judicialisation of intelligence worldwide, it may be
naïve and unrealistic to advocate for the prohibition of intelligence from the
courtroom. The gates are already open. Additionally, and as described above,
there are valid and persuasive reasons for permitting intelligence in court,
which are only partially offset by the risks. Instead of banning intelligence to
obviate the risks, protective limitations can be imposed on the intelligence that
is permitted in court.
(d) Suggested limitations on the reliance on intelligence in court
The limitation Ashworth and Zedner suggest is that ‘fallible’ intelligence should
not be used, but they do not define the ambiguous term.229 Walker posits a
promising limitation worth exploring. It is that intelligence must meet the same
admissibility tests as evidence for it to be permitted in the courtroom and relied
upon by the decision-maker. 230 Admissibility tests for evidence include
relevance, 231 opinion, 232 and legality (especially regarding admissions and
confessions).233 Applying this to Ashworth and Zedner’s principle to give it
content, intelligence is ‘fallible’ and should not be used it if fails the same
admissibility tests applied to evidence in the proceedings.
This limitation forces the AFP to be discerning with the intelligence it puts
before the court. It limits the risk of the court being misled by unreliable
228
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229
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230
Clive Walker, ‘Intelligence and anti-terrorism legislation in the United Kingdom’ (2005) 44
Crime, Law and Social Change 387, 409.
231
Specifically, relevant material to the charge (criminal) or cause of action (civil) can be
admitted: Hollingham v Head (1858) 140 E.R. 1135; Smith v R (2001) 206 CLR 650.
232
Hollington v F Hewthorn and Co Ltd [1943] 1 KB 587, 595 (Goddard LJ). There are exceptions
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Whitby (1957) 74 WN(NSW) 441), and expert opinion evidence (Transport Publishing Co Pty
Ltd v Literature Board of Review (1956) 99 CLR 111). See generally K Arenson and M Bagaric,
Rules of Evidence in Australia (LexisNexis Butterworths, 2nd edn, 2007) Chapter 11.
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If evidence is illegally or improperly obtained, this will prima facie not be admissible. See
Criminal Investigation Act 2006 (WA); Nicholls and Coates v R (2005) 219 CLR 196; Wright v
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intelligence, and forces the AFP and the Australian Security Intelligence
Organisation to collect raw data legally. Implementing the rule against opinion
evidence means only experts can draw analytical conclusions from the raw data,
which again reduces the risk of speculative, biased or erroneous conclusions
being drawn. Requiring intelligence to meet evidential admissibility tests gels
nicely with the Briginshaw standard of proof discussed above: Briginshaw
requires quality evidence to be put before the court, and the admissibility tests
are important in distinguishing quality intelligence from questionable and
misleading intelligence.
Generally hearsay evidence is inadmissible.234 This is because hearsay can
be inaccurate: it is not delivered on oath, the court cannot observe the
demeanor or tone of the person making the statement or test the truthfulness of
the statement in cross examination.235 However, hearsay evidence is currently
permitted in CO proceedings.236 It is submitted that hearsay intelligence should
also be permitted in CO proceedings so the rules governing evidence and
intelligence are consistent: the rigidities of evidence should not stultify justice in
urgent cases concerning national security.237
Finally, it must be remembered that intelligence often concerns legitimate
secrets. Alongside the limitation that intelligence must meet admissibility
standards, intelligence should not need to be disclosed if the disclosure would
prejudice national security. This goes some way to protect against accidental
disclosure of government secrets. The consequences of this limitation for the
rights of the controlee are discussed in the final principle.
(e) Conclusion
The judicialisation of intelligence is a controversial, under-developed and
disparate area of law. The unsettled nature of this area means that we need a
restrictive principle to define if - and what - intelligence may be relied upon by
the state when it applies for a CO. If a CO is necessary to prevent a terrorist act,
but the only proof of that takes the form of intelligence, that intelligence should
be permitted in court provided it meets the same admissibility criteria for
evidence. That intelligence does not need to be disclosed to the controlee or the
public if disclosure would endanger national security.
Subramaniam v Public Prosecutor [1956] 1 WLR 965. Exceptions include statements of
persons now deceased, statements in public documents, statements of contemporaneous
physical condition and evidence given on a previous occasion. There is also some support for
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An Alternative Principle

The following reformulated principle is recommended:
The principle of sufficient substantiating evidence requires a court to find
the case of a party proved if it is satisfied on the balance of probabilities.
Without limiting the matters that the court may take into account in deciding
whether it is so satisfied, it is to take into account:
(a) the nature of the cause of action or defence; and
(b) the nature of the subject matter of the proceeding; and
(c) the gravity of the matters alleged.
The court may rely on intelligence if that intelligence satisfies the same
admissibility tests imposed on evidence in the same proceedings. Nothing in
this principle requires intelligence to be disclosed to the public or to the
individual who is the subject of the CO application if that disclosure would
prejudice national security.

VI R IGHT TO A F AIR T RIAL
Ashworth and Zedner’s final principle concerns the right to a fair trial.238 The
principle requires openness, transparency and accountability, open access to
evidence, rights of challenge and appeal, legal assistance and a presumption in
favour of open hearings.239 A full discussion of all of these requirements is
beyond the scope of this article. Rather, this article focuses on the subject’s right
to know the case against them. This is one of the most important aspects of a
fair trial.240 Only a limited discussion is necessary, given the matter has been
covered extensively in the literature.241
Currently, when an Australian court issues an interim CO it must set out a
summary of the grounds on which the CO is made, but that summary does not
need to include any information likely to prejudice national security.242 When
Andrew Ashworth and Lucia Zedner, Preventive Justice (Oxford University Press, 2014) 195.
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the AFP elects to confirm the CO, it does not need to disclose to the subject of
the order any information which would prejudice national security, or put at
risk ongoing operations of law enforcement agencies or intelligence agencies.243
Importantly, the CO regime does not obligate the AFP to notify the controlee
that it wishes to rely on secret intelligence, and provides no opportunity for the
controlee to challenge the case for non-disclosure; indeed, the controlee may
never know the information exists. 244 These provisions have serious
repercussions on the controlee’s ability to understand and challenge the case
that has been put against them, thus prejudicing their right to a fair trial.
In Secretary of State for the Home Department v AF245 (AF) the House of
Lords considered whether three COs were issued in ways consistent with the
right to a fair trial. The court ruled 9-0 that sufficient detail of the allegations
had to be disclosed to the individuals to enable them to give effective
instructions to the special advocates representing them. 246 The only
qualification on this was that it may be acceptable not to disclose the sources of
the evidence to the controlee if it would negatively impact upon national
security. 247 Notwithstanding this, the Court still believed that the controlee
would receive a fair trial.248 The judgment has been subsequently endorsed
judicially. 249 In 2013 the COAG Review Committee recommended the
principles be incorporated into the Commonwealth CO regime. 250 The
Committee contended that the controlee must at least be given sufficient
information about the allegations against him (the ‘gist’ of the case) so that he
can give effective instructions to his counsel.251
Incorporating the principles recommended in AF and by the COAG
Review Committee would increase openness, transparency and accountability
in CO proceedings. It would better protect the right to a fair trial and increase
243
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controlees’ ability to challenge and appeal decisions.252 This article recommends
the following reformulated principle: the right to a fair trial. Without limiting
the scope of this right, the individual who is the subject of the control order
application must be given sufficient detail of the allegations against him or her
to enable effective instructions to be given in relation to those allegations.

VII C ONCLUSION
Security of Australian citizens is not only threatened by those who would do us
harm: it is threatened also by the gradual erosion of fundamental rights and
freedoms by legislators who purport to protect. Our security, therefore,
depends on the scrutiny of our legislators to ensure that they act with restraint
in matters concerning individual liberty.
By championing national security, the Commonwealth CO regime lays
waste to basic presumptions of criminal procedure. The regime has sidestepped
these traditional protections because COs represent a form of civil preventive
justice, and in this space the powers of the state and protections afforded to
individuals are haphazard and ill-defined.
Ashworth and Zedner’s principles of preventive justice are a valuable first
step in defining the powers of the state and the rights it must respect. However,
Ashworth and Zedner acknowledge that their principles merit further
deliberation, debate, and a sensitive application to particular factual
situations.253 This article has provided a valuable second step by critiquing
Ashworth and Zedner’s four counter-terrorism principles and applying them to
the Commonwealth CO legislation.
This article ultimately recommends four reformulated principles that are
adapted to Australia and minimise ambiguities:
(i)

The necessity principle: that any restriction or deprivation of liberty
must be reasonably appropriate and adapted to preventing the
individual from committing, or facilitating the commission of, a
terrorist act.

(ii)

The principle of the least restrictive appropriate means: that any
restrictions on liberty must be a last resort. The type, nature and
duration of those restrictions must also be the least intrusive that are
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consistent with the preventive purpose.254
(iii)

The principle of sufficient substantiating evidence: requires a court to
find the case of a party proved if it is satisfied on the balance of
probabilities. Without limiting the matters that the court may take into
account in deciding whether it is so satisfied, it is to take into account:
a. the nature of the cause of action or defence; and
b. the nature of the subject matter of the proceeding; and
c. the gravity of the matters alleged.
The court may rely on intelligence if that intelligence satisfies the same
admissibility tests imposed on evidence in the same proceedings.
Nothing in this principle requires intelligence to be disclosed to the
public or to the individual who is the subject of the CO application if
that disclosure would prejudice national security.

(iv)

The right to a fair trial: without limiting the scope of this right, the
individual who is the subject of the control order application must be
given sufficient detail of the allegations against him or her to enable
effective instructions to be given in relation to those allegations.

These restraining principles have been developed as suggested foundations for
the Commonwealth CO regime. This article recommends the legislature
consider amending the CO legislation accordingly. This will correct the
imbalance between national security and individual liberty, and define the
limits of the preventive state.

This principle is not strictly necessary for it is already incorporated into the reasonably
appropriate and adapted test in the necessity principle. It is recommended in the event that the
legislature adopts the principle of the least restrictive principle but not the necessity principle.
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